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Summary
The present master thesis investigates optimization strategies for a critical soft-
ware framework developed at the European Organization for Nuclear Research
(CERN). Leveraging a performance-aware serialization strategy, and a carefully
designed distributed communication pattern, we aim to enhance the throughput
of a critical online data processing platform largely adopted by the engineers,
physicists, and equipment specialists who control and monitor the particle accel-
erators and the particle beam produced. The work presented in this thesis has
been implemented successfully and validated in a production-like environment
with a realistic data inflow. The expected improvements were measured and re-
ported as part of the present document.

This thesis is organized as follows:

• Section 1 (Context): we will introduce the context, starting with a brief
introduction to the scientific goals and the organization of CERN, and a
general discussion on data processing software. We will then provide a brief
overview of the software that we aim to optimize, focusing in particular on
its architecture and current limitations.

• Section 2 (Inter-process communication): we are going to dive into relevant
topics for the practical portion of the work, namely inter-process commu-
nication (IPC), data formats, and data serialization. For each of these
subjects, we will discuss both the theoretical parts, to gain valuable insights
to be leveraged in the implementation, and the practical aspects, namely
available standard alternatives in the industry and their shortcomings.

• Section 3 (Language interoperability in UCAP): finally, we will present our
approach for the optimization, highlighting the advantages with respect to
the legacy approach and the expected performance gains. We will then
proceed with a practical benchmark in a production-like environment to
assess the materialization of the theoretical improvements.
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1 Context
In this first section, we are going to provide some general context on the work
presented in this document. We are going to open the discussion with a general
overview of CERN, its internal organization, and its functions in the scientific
community. Then, we will motivate the importance of data processing platforms,
and we will briefly discuss a possible categorization. After that, we are going
to examine one of the most important practical requirements of data-processing
software products, namely cross-language interoperability, which is going to be the
main driver of the present work. Finally, we will present a high-level overview of
the software which we aim to optimize as part of the work, as well as the practical
motivations which have driven the work and make it an important contribution
to the CERN control system.

1.1 European Organization for Nuclear Research

The European Organization for Nuclear Research (CERN) is the world’s largest
particle physics laboratory. It was founded in 1954 by a consortium of twelve
European countries, and throughout the decades it grew both by funding and
member states [66]. CERN hosts technicians, engineers, and scientists from all
over the world, thanks to international collaborations with Universities and in-
stitutions. The main research area of the laboratory is the field of high-energy
physics; however the technical challenges faced every day while operating the mas-
sive accelerator complex hosted at CERN requires fast-paced innovation in a wide
span of knowledge areas, like Software, Civil, Mechanical Engineering [18,118], as
well as Electronics, Cryogenics, and Material Sciences.

CERN has been the cornerstone of several scientific achievements in both the
1900s and the first decades of the 2000s. The most well-known is arguably the
observation of the long-sought Higgs boson in the context of the ATLAS collabo-
ration [1], which was predicted by the Standard Model but never observed experi-
mentally. However, as we stated earlier, CERN introduced important innovations
in other areas, not necessarily related to experimental physics. An important
example is the development of the World-Wide Web, which was invented by Tim
Berners-Lee during his residency in the laboratory [13].

In the next two paragraphs, we are going to present very briefly the focal point
of CERN, namely its important accelerator complex; then, we are going to get
closer to the main topic of the present work, namely the control system, which
enables human operators to interact reliably with the complex machinery that
controls the experimental infrastructure. This small introduction to the topic,
although not exhaustive, will be beneficial to understanding the importance of
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Figure 1: The CERN accelerator complex as of 2024 [91]. The picture depicts also
the dependency relations between the accelerators. The Large Hadron Collider
(LHC) is the largest oval (dark grey) in the picture; the related experiments (CMS,
ALICE, ATLAS, and LHCb) are highlighted on the perimeter.

the work discussed in the present document.

Accelerator complex

The CERN accelerator complex (depicted schematically in Figure 1), is comprised
of many machines that serve a diverse set of needs. The high-level idea is to
accelerate particles, typically protons or ions, until they match an energy level
suitable for collisions. This is the reason for the interconnections represented
in Figure 1: machines occurring earlier in the chain are suitable for picking up
particles at lower energies and accelerating them before pushing them to the next
stage. An example chain is summarized in Table 1, which prepare protons for
collisions in the Large Hadron Collider [25].

In addition to the accelerators, the complex includes several experimental fa-
cilities. Experiments related to LHC, namely CMS, ALICE, ATLAS, and LHCb,
are definitely some of the most well-known ones. Moreover, SPS and PS respec-
tively serve the North Area and the East Area; each of them comprises several



1.1 European Organization for Nuclear Research 10

Table 1: The CERN Accelerator injection chain for protons. The uppermost row
corresponds to the first accelerator in the chain.

Accelerator name Acronym Year Peak energy level

Linear Accelerator 4 Linac4 2013 160 MeV
Proton Synchrotron Booster PSB 1972 2 GeV
Proton Synchrotron PS 1959 26 GeV
Super Proton Synchrotron SPS 1976 450 GeV
Large Hadron Collider LHC 2008 7 TeV [109]

experiments that target a diverse set of research areas. A few examples are the
Antiproton Decelerator (AD), whose purpose is to study the properties of an-
tiparticles like anti-hydrogen, and CLOUD, which aims to study the interaction
between elementary particles and the atmosphere [25].

The accelerator complex is, relatively speaking, an extremely dynamic infras-
tructure. As the reader may infer from the third column of Table 1, accelerators
were commissioned at different times in history; in a few cases, new machines
replaced obsolete ones in the middle of an existing chain, to improve the effi-
ciency and the luminosity (i.e. the number of collisions) of the complex. Ongoing
discussions are being carried out to initiate the construction of a new, massive
accelerator, which will surpass LHC in terms of dimension and peak energy. This
humongous project, which will set important challenges both in terms of engi-
neering and funding, is approximately scheduled for completion in 2040 [12].

Control system

Interacting with the tens of thousands of actuators, detectors, and schedulers that
drive the accelerator complex requires an important software infrastructure to
streamline the work of human operators. A few example use cases are monitoring
accelerator variables, like temperature, magnet currents, beam position and size,
as well as controlling relevant reference variables to impose the desired behavior on
a machine [35], which is commonly referred to as “steering the machine”. Scaling
these operations on the scale required by the laboratory is an important effort
that requires careful design and development of efficient and reliable solutions.
This set of software artifacts is commonly referred to at CERN as the Control
System. The control system provides solutions to translate inputs given by human
operators into low-level operations on hardware components, database CRUD
actions, as well as message events on distributed messaging systems like Apache
Kafka or JMS. Similarly, it enables a unified acquisition and processing mechanism
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to monitor and process relevant variables in an online/offline fashion [35].
The Control System comprises both low-level software, which is intended to

be used by experts and developers, as well as high-level applications, which are
directly targeted at operators running the accelerator complex. Several examples
of the first category are:

• RDA [39, 90, 151], the default solution for remote read/write/subscribe op-
erations;

• JAPC [6], which provides unified access to the diverse set of data sources
included in the Control System through a simple Java API.

The second category is well represented by:

• CESAR [51], which aims at simplifying the experience in the context of the
management of the many short-lived experiments within CERN experimen-
tal areas;

• LSA [77], whose purpose is to streamline storing and retrieving configuration
values for accelerators and experiments.

• NXCALS [163], which provides a unified and robust solution for long-lived
data, considering storage, querying, as well as visualization, supporting an
important influx of data generated by accelerators, experiments, and user-
defined post-processing pipelines.

The software whose architecture we are going to discuss in the present document
is a recent addition to the Control System, which builds on previously existent
software to provide a simplified and more reliable solution to the members of the
experimental community.

1.2 Data processing frameworks

Data processing platforms are critical pieces of software in any technological facil-
ity [132]. This need is mostly driven by the important digital transition that the
industry has faced during the last decade [54], namely the digital transformation
of an impressive number of companies [40] and the transition toward data-friendly
computing models like Cloud Computing [85]. In addition, we have witnessed the
emergence of data-greedy computational needs, for example in the context of Arti-
ficial Intelligence (AI), whose declinations require huge amounts of data to obtain
an accurate model [108]. With some approximation, data processing platforms
may be described as scalable, robust, and versatile computing frameworks. The
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range of use cases is extremely vast, ranging from data aggregation and transfor-
mation [142], simulation of physical complex systems [9] and high-performance
look-up into humongous data collections [3].

The main categorization of data processing platforms, which we are going
to present shortly, is mainly driven by the emergence in the last few decades of
recurrent computing patterns. Citing only a few examples:

• Extract, Transform, Load (ETL) [156] was presented as a very general yet
simple computing concept. It consists in loading a chunk of data in memory
from a persisted data storage, transforming it in bulk by applying some
user-defined function, and then loading the output in the storage. ETL is a
very general pattern that may be used to model a plethora of use cases.

• The Map-reduce paradigm [34], as the name suggests, consists in the subse-
quent application of two user-defined functions. The first maps entries from
a potentially distributed file system (e.g. HDFS [87]) to a key/value pair.
Values are then arranged into buckets according to the key. Finally, buckets
are reduced to a single value by applying the second user-defined function.

• Event-sourcing is a peculiar pattern for the design of complex software prod-
ucts. The main idea is to let the whole application evolve as a response to
immutable events appended to a log-like queue. The queue contains the
whole ordered set of events from the application start-up [87, 158]. This
architectural pattern provides important scalability guarantees, thanks to
the possibility of scaling the queue and the components around it indepen-
dently. Moreover, the queue can be replayed at any time, thus allowing to
restore the state at any given instant in time.

Following the identification of those patterns, there have been important efforts to
standardize their definition and to provide generic implementations. Nowadays,
the open-source community provides and maintains actively many solutions for
each possible use case. Apache Airflow [64] has gained some traction in the
context of ETL, while Hadoop and MongoDB MapReduce are open-source tools
to implement the MapReduce pattern. The main difference between all these
computational patterns resides in their expected performance and run frequency.
ETL jobs, for instance, process huge amounts of data in one shot, and they
typically run only a few times per day [87]. By contrast, applications implementing
the event-sourcing pattern are expected to react instantaneously to a new event
in the queue, and the same holds for all stream-like processing platforms. We
will now discuss in some more detail these differences by presenting a common
categorization of data processing platforms.
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1.2.1 Offline data processing

We may define a data processing activity as offline whenever the following con-
ditions hold:

• The activity ingests an important amount of data, often measured in Gi-
gabytes or Terabytes. Indeed, an important measure of the performance
of an offline data processing pipeline is how well it scales compared to the
magnitude of the input [87].

• Input data is usually not necessarily “new” from a computational point
of view, and it is generated by some other actor that is not necessarily
related to the data processing pipeline. A few examples are user session
metrics, software telemetry, or even other data processing activities. Input
data is usually retrieved from data storage facilities like databases and data
warehouses.

• No actor (i.e. human or software) is actively waiting for the results of the
computation. The activity is scheduled to run at some point (e.g. once a
day overnight) in a best effort fashion. In case data is needed at a specific
point in time, the previous execution result should be used if the newest is
not ready yet.

Data may be structured (e.g. database entries) or unstructured (e.g. schema-less
JSON documents, entries from a graph database, text files), and the results of the
computation are usually stored back in some data storage facility where they can
be easily fetched by downstream users. While the amount of data generated in
small companies does not usually justify the complexity of an offline data process-
ing pipeline, we may find countless applications of this model in medium and big
companies [87]. For example, Google reported using this paradigm for very het-
erogeneous tasks, like large-scale machine learning problems, producing reports
for services like Google Trends, processing web pages to improve the capabilities
of software products, and computations on satellite imagery data [34]. Similar
reports have been produced also by other important digital companies like Yahoo
Inc. [55], and it is rather common for services providing some sort of recommen-
dation system nowadays to rely at least partially on offline data processing [22].

1.2.2 Online data processing

As opposed to offline data processing, the online model aims to process data mes-
sages coming from input sources as soon as they are received. For this reason the
tasks are usually short-lived, e.g. simple computations or aggregations of several
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fields in a database entry [87]. We may divide online data processing further into
two additional categories depending on the properties of the computation:

• Stateless data processing comprises workers that are not allowed to retain
any state from one call to another. They typically implement pure functions,
meaning that each run has no side effects and is fully deterministic. While
this is very convenient from a computational point of view (workers may
even run in Kubernetes clusters for additional fault tolerance [125]) there are
simple use cases that do not fit into the pure function model, e.g. computing
the running average of observed values.

• Stateful data processing, by contrast, allows retaining an intermediate state,
thus extending the scope of problems that may be addressed. However, this
makes the execution environment of the workers less flexible. Depending on
the service level agreement (SLA), end users may state that sources shall be
independent (e.g. they should not influence each other for what concerns
worker state) or require fault-tolerance guarantees. A short summary of
combinations with possible solutions is provided in Table 2. In addition to
redundancy, a common solution to achieve some level of fault tolerance is
including in the loop a fast key-value store accessible to all workers (e.g.
Redis [24]) to make sure newly spawned workers are able to pick up the
work from a crashed sibling [87].

In some sense, any web service that is able to receive inputs and provide out-
puts in response could be considered a sort of online data processing platform.
However, scalability problems and robustness requirements emerge as soon as the
processing enters the critical path of the business, and dedicated logic is needed
to extract, store, and treat data coming from input sources. These are the main

Table 2: Example solutions for several service level agreement combinations for
stateful online data processing platforms. By redundant we mean that a worker
is spawned multiple times, only one copy being active. The inactive siblings shall
“shadow” the active worker, mimicking all its actions (e.g. retrieving data from
sources) without emitting any value [87].

Independent sources Fault-tolerance Example solution

X × Fixed worker → source
× × Single worker
X X Fixed redundant source → worker
× X Single redundant source → worker
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drivers of the need for dedicated online data processing platforms like the Unified
Controls Acquisition and Processing platform (UCAP) [29], which we are going
to talk about in more detail in Section 1.4. Fermilab, which has comparable
computational needs as CERN, developed a similar framework for online data
processing named art [50, 60]. All such frameworks embed specific logic for the
use cases they aim to solve, and are structured according to an architecture driven
by the expected scalability needs and data volume manipulated. However, they
also commonly share similar ideas and patterns [74]; for example, the software
facilities to handle problematic input sources [163], or buffering techniques [47].

1.2.3 Data processing and cloud computing

Cloud computing has lately become ubiquitous in the software engineering realm,
especially thanks to the advent of relatively inexpensive providers with countless
solutions for all possible use cases. Providers tend to provide solutions on varying
degrees of abstraction, going from simple Linux instances with limited software
installations, to fully managed deep learning pipelines with extensive tooling and
monitoring [98]. This new paradigm has become so important that is difficult
nowadays to avoid at least considering cloud-related aspects when discussing soft-
ware architecture. For this reason, in the following paragraphs we will provide a
very brief overview of the most important concepts of cloud computing; then, we
will discuss typical cloud-based solutions for data processing in the cloud.

Cloud computing

As we stated earlier, one of the most important trends we have witnessed in soft-
ware engineering during the last decade is the transition towards cloud-based ap-
plications [85]. Cloud computing is typically defined as the act of providing some
kind of service with a varying degree of externalized management [126]. The most
basic level of management consists in what is commonly called Infrastructure-as-
a-Service (IaaS), which generally includes hardware, virtualization software, and
internet connectivity. A well-known example of IaaS is Amazon Web Services
(AWS) EC2 [81]. Climbing up the abstraction ladder, the next level is the so-
called Platform-as-a-Service (PaaS). In addition to the offering provided by IaaS,
PaaS provides additional tooling to deploy and run user applications. Again, one
of the most representative implementations of the PaaS model is AWS Beanstalk,
which provides smooth deployment, runtime and scalability for web services [98].
Finally, the last level of abstraction is occupied by Software-as-a-Service (SaaS).
This is the level which the general public is most familiar with, since it comprises
well-known online applications like Gmail.
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Data processing in the cloud

Due to the large number of available solutions, it is not a surprise to find many
facilities for data processing among the offerings of many cloud providers. Several
examples for the use case of offline data processing, of which we talked about in
Section 1.2.1, are AWS Glue and AWS Redshift [98]. These services facilitate
establishing ETLs or periodic queries on large datasets, thus removing the need
for dedicated on-site servers. On the other hand, a whole new paradigm was
introduced to address the use case of online data processing, namely Function-as-
a-Service (FaaS). The idea is to define the logic to be run on incoming inputs (e.g.
a user-defined function) and to let the cloud provider figure out scalability needs
(i.e. the number of workers required), worker lifecycle, code loading, as well as
server provisioning. AWS Lambda and Apache OpenWhisk are two among many
popular solutions. The FaaS paradigm is sometimes referred to as serverless com-
puting; indeed, it might appear from outside that these functions are not running
on a real server [48]. However, the name is typically abused and misunderstood,
and might hide the complexity behind the abstraction layer provided by the cloud
provider.

Even though the FaaS paradigm simplifies substantially the development and
deployment of online data processing platforms, there are important distinctions
to be made. First of all, functions running in such facilities are typically expected
not to be stateful. This is because the provider expects to be able to spawn mul-
tiple identical workers, which is often referred to as horizontal scaling [87], and
kill those that are not needed anymore without notice. Solutions addressing this
problem are being explored [137], but they usually determine important perfor-
mance penalties and reduce flexibility. Another important distinction between
FaaS providers and on-premise online data processing platforms is the expected
response time. Due to the internal scheduling mechanism of FaaS platforms, the
two utilization extremes for a specific serverless function, namely overused or un-
derused are typically problematic for the observed throughput [131]. In the first
case, incoming inputs will be queued if all workers are busy, until one of them
becomes free, or the platform manages to spawn a new one, which is typically not
immediate; in the latter case, researchers observed an interesting ripple effect in
the response time, which is most likely due to the fact that FaaS platforms tend
to downscale active workers in such situations.

1.3 Language interoperability

In the present era of pervasive technology and widespread digital literacy, we
have witnessed the proliferation of programming languages [73]. The factors that
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determine whether a programming language will spread widely in the software
development community or not are somewhat unknown a priori [129]. We would
expect to observe the emergence of the most comfortable and smart languages,
in particular those that provide compile-time error detection for nontrivial de-
velopment mistakes. For instance, the GNU Fortran Compiler aborts the com-
pilation whenever it detects a type or shape mismatch in the context of an al-
gebraic operation. Nonetheless, Fortran is becoming a niche language, due to
the widespread agreement on its complexity, in favor of popular alternatives like
Python’s NumPy, which as of early 2024 do not offer the same development Qual-
ity of Life (QoL) [65]. By contrast, Javascript, whose confusing design and id-
iosyncrasies are frequently criticized by practitioners [107], is one of the most used
programming languages in the industry [73]. We may hypothesize that a language
being successful is a matter of luck, tooling, and rapidity in occupying a space.

In such a context of extreme fragmentation, developers of frameworks based
on user-defined functions (UDF) need to take into account the preference of their
users for what concerns the base programming languages of the platform. A
perfectly crafted and highly optimized data processing platform may be doomed
to oblivion if it is perceived as hard to interact with. This is especially important
if take into account the differences between mainstream languages for enterprise
backend software development and the realm of scientific software. The former
has been largely dominated by Java, C# and C++ in the last few decades [122];
conversely, the latter is much more fluid and open to changes. Python is still
the most popular choice due to its friendly syntax and humongous open-source
environment [138]; however, we are currently observing interesting alternatives
like Julia taking some room in the field [116]. Requiring users to provide UDF code
written using a single programming language is definitely the best choice in terms
of performance and simplicity of integration with the platform codebase. In Java,
for example, one could easily leverage a dynamic class loader (e.g. OSGi [147]) to
load user classes at runtime; then, their lifecycle could be managed via reflection,
provided that the performance penalty is acceptable [152]. This is indeed the
approach taken by UCAP for Java UDFs [29]. However, enforcing the usage of a
specific programming language may be largely suboptimal from a usability point
of view. Such a design choice forces users – who should only be concerned about
the logic for their use cases – to rely on a tool which they may not be familiar
with. An immediate consequence is the observation of an increased rate of human
error in the logic embedded in UDFs. This is a very important problem, since
such software is rarely peer-reviewed. One of the most critical hazards is posed by
language-specific type system behaviors, as evidenced by the 1991 Patriot Missile
Failure incident [166], in particular if the developer is used to a very permissive
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language like Python. Thus, language interoperability is a need that can hardly
be ignored during the development of data processing frameworks.

There are a few technologies on the market that we may leverage to achieve
language interoperability, with varying degrees of coupling. We will start our
short discussion by discussing our definition of coupling in the context of language
interoperability, since it is one of the most important factors to take into account
in order to choose the most appropriate technology. Then, we will mention a few
practical alternatives to achieve language interoperability.

1.3.1 Coupling

Considering two communicating “snippets” written respectively using the pro-
gramming languages A and B, we may define “coupling” as the amount of in-
terference between the two pieces of code at the time of writing them. In other
words, coupling is the degree of knowledge that one party has of the other, and
vice versa. For example, interoperation via HTTP calls (e.g. in the context of a
microservices architecture) requires only the knowledge of the host and the port
the service is listening on, irrespective of the language or the technology. Stronger
coupling usually means that all parties must be compiled and deployed together,
even if only one has changed. While this is irrelevant for small codebases, it is
a factor to take into account for medium or large projects; developers will ex-
perience more idle time while debugging and testing new code, thus making the
feedback loop significantly longer [95]. By contrast, weak coupling results in much
smoother development workflows, at the cost of more heterogeneous deployment
practices. As an example, the reader may refer for instance to the differences that
hold between deploying Java and Python applications to production [43,71]. Be-
sides the ease of development, a second consequence of weak coupling is increased
communication latency. This is mainly due to the fact that keeping all parts of
the codebase close – namely compiling and deploying them together – typically
reduces the communication overhead to the minimum. In such cases, all parties
are usually running within the same process, therefore communication happens
via shared memory.

1.3.2 Interoperability techniques

In this section, we are going to discuss a few options we may leverage to achieve
language interoperability. We will present all points in decreasing order of cou-
pling.
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Compile-time interoperation

Language interoperation may be defined as compile-time whenever the two lan-
guages are processed into compiled results (e.g. JVM bytecode) which are com-
patible to some extent. This is the case, for instance, for C and C++ [140], and
JVM languages like Java, Scala, and Kotlin [79]. Such interoperability technique
provides interesting benefits in terms of development quality of life (QoL): IDEs
typically provide instantaneously synchronized cross-language auto-completion,
and most debuggers are able to seamlessly jump from one language to another.
It is evident that this technique maximizes the coupling. Projects requiring low-
latency communication may leverage shared memory to achieve the maximum
communication speed, but the downsides mentioned in Section 1.3.1 should be
kept in mind in the design phase.

Bindings interoperation

Bindings are loosely defined as glue code that enables one language to call func-
tions from another. Conceptually, this technique is quite different from the one
we talked about in the previous paragraph, since the “provider” (i.e. the party
which provides functions to be called) and the “receiver” are not compiled to-
gether. Indeed, bindings may be generated only after the provider is compiled.
Bindings are usually generated using third-party libraries, since built-in mechan-
ics are typically too low-level and error-prone [155]. These libraries take care of
assessing the well-posedness of the links, and of generating the glue code, pre-
sented as a user-friendly interface. Some examples are the libraries for bindings
Python to C (i.e. calling C and C++ functions from Python code) like ctypes
(Python standard library) and pybind11 [76], or those to bind Python to Fortran,
like f2py [65]. In Listing 1 we provided an example of C++/Python bindings
using pybind11. This case in particular has been extremely popular in the last
decade and is most likely one of the strongest factors in the important adoption
of Python which we have witnessed in the scientific computing environment [138].
Indeed, bindings allow leveraging low-level functions, thus enabling to harvest
the performance speed-up without giving up the benefits of high-level languages.
This is the whole idea behind NumPy [65], Python’s most popular linear algebra
library, which in the last 20 years has become the de-facto glue interface across the
whole scientific Python ecosystem. In practical terms, this technique is extremely
useful and powerful, at the cost of an important maintenance cost. Developers
need to take care of the additional code to manage the bindings, which may even-
tually become convoluted and rather vast in the case of bindings towards large
low-level libraries. From a performance point of view the latency is comparable to
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1 #include <pybind11/pybind11.h>
2
3 int add(int i, int j) {
4 return i + j;
5 }
6
7 PYBIND11_MODULE(example_module, mod) {
8 mod.def("add", &add, "Adds two numbers");
9 }

10
11 ...
12
13 >>> import example_module
14 >>> example_module.add(1, 2)

Listing 1: Example of binding a simple C++ function for summing two integers
from Python with pybind11.

the technique which we discussed in the previous paragraph; however, the cost of
bindings is not fully negligible in low-latency contexts, especially as the number
of inter-language jumps is not constant [101].

Dynamic interoperation

In addition to the options we listed above, we may consider a more “dynamic” way
to establish cross-language communication by relying on some specific third-party
libraries. We list some of them and explain very briefly their goal. We will focus
on Java/Python interoperability as it is the main goal of this work. However,
similar tools exist for different pairs of languages.

• JPype [102] is an open-source library whose goal is to make Java functions
and objects reachable by the Python interpreter. The JVM is started from
within the Python interpreter, therefore the two entities share the same
memory, and they interface at a native level. This tool is extremely valuable
for generating Python bindings towards critical libraries written in Java, and
is already extensively used at CERN [71].

• Jython [115] presents itself as a full implementation of Python in Java. It
enables executing Python scripts (stored as Java strings) within Java code,
thus enabling the opposite path with respect to JPype. Due to its imple-
mentation strategy, users are fully dependent on the Jython development
team regarding compatibility with newer Python versions; indeed this tool
is known to be lagging quite significantly behind with respect to the present
state of Python. However, since Python code is fully mapped to Java and
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thus executed internally to the JVM – as opposed to starting a Python in-
terpreter in a separate process – the interoperation is expected to be much
faster than all other alternatives. This aspect makes it especially suitable
to manage simple user-defined functions without complex external depen-
dencies. This is for example the use case of Apache Pig [144].

• GraalVM is developed by Oracle as part of the OpenJDK Graal project,
and it spans a wide range of revolutionary additions to the JVM-based
ecosystem [133]. Among other impactful, GraalVM introduces Truffle and
Sulong, which allow binding a wide range of high-level languages ranging
from Python and R – leveraging intermediate compilation to Abstract Syn-
tax Tree (AST) – to more low-level alternatives like C, C++, and Rust which
can be compiled to LLVM bytecode. The effort aims at bringing to the com-
munity a fully interoperable ecosystem of heterogeneous programming lan-
guages, thus opening scenarios that have never been possible before. At the
moment the project is still in the early stages, although initial benchmarks
have been extremely promising [19]. Nonetheless, important problems like
dependency management are yet to be addressed for productional use.

The outcome of this brief tooling overview is that the market offers many options
to achieve dynamic language interoperability; however, this is often limited to
rather simple use cases. Executing simple user-defined functions is a fully sup-
ported use case, albeit with vague scaling guarantees and important distinctions
to be made. Most tools do not fully support third-party libraries, and in gen-
eral desirable features like telemetry and tracing are quite hard to achieve at the
present stage. Nonetheless, the progress in the last decade has been impressive,
and the efforts of big players like Oracle (which is behind GraalVM) will certainly
be beneficial to the process.

External service interoperation

The language interoperation technique which provides the least possible coupling
is the collaboration between different services. This is for example base of the
microservices idea [103]. Each service may be written in a different language de-
pending on available tooling to achieve the intended goal and to the knowledge
of the team that takes care of the development. Services are then expected to
communicate with each other by using specific endpoints according to their Ap-
plication Programming Interface (API), which declares which functionalities are
available to the outside world and the usage policy. A well-defined API specifies
univocally acceptable input, outputs, and possible errors. Communication usually
happens over TCP, but many alternatives exist in the market, as we are going
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to discuss in Section 2. In case exchanging data between services is needed, we
might want to attach a payload to the messages. To this end, the API should also
specify a standardized format, such that both ends are able to decode and parse
the messages into an in-memory data structure. We are going to examine this
topic with more details in Section 2.3. The fact that each service knows as little
as possible about its peers – only the public interface – makes for very clean and
maintainable code, which is only possible due to the extremely low coupling that
characterizes this technique. However, this type of communication is typically the
slowest among those that we talk about in this section due to network hops.

1.4 UCAP framework

Since the subject of this work is the optimization of language interoperability in
the Unified Controls Acquisition and Processing (UCAP), in the present section we
are going to provide some general information about the project. This information
is going to be useful both to understand the scale and the importance of the
project in the CERN control system, and to identify the practical consequences
of architectural and technology choices that were taken during the development.
We are also going to discuss the kind of inputs and outputs signals UCAP deals
with, as well as the most relevant use cases it covers.

1.4.1 Purpose

UCAP is a framework that combines data acquisition, processing/transformation,
and publishing in a single self-service software. By self-service, we mean that in
productional contexts users are able to fully manage their UCAP instances thanks
to the tools which are provided by the UCAP team, without the need for the
intervention of an expert. In the following paragraphs, we will briefly describe
each layer in order to provide a high-level view of the product.

Data Acquisition

Data Acquisition (DAQ) is the act of acquiring data from one or more sources and
preparing a “message” that contains only the expected inputs from each source.
For example, a common policy is to prepare messages containing one single input
from each source. This is shown in Figure 2. Data acquisition is formed by two
interconnected phases:

1. Data collection, pulling inputs from each data source and saving them in a
local buffer;
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Time

Input 1 Input 2 Input 3

Figure 2: Typical policy for data acquisition. Inputs from three sources are
grouped to form complete messages of three items each. Each message is repre-
sented by a different color.

2. Data preparation, packing a message according to a given policy.

This nomenclature is not backed by any literature, as data collection and prepa-
ration are rather common practices that occur in many different fields.

Data collection in UCAP relies on CERN internal libraries (RDA3 [90] and
JAPC [6]). These libraries enable subscribing to various data sources to get no-
tified of any newly emitted value, as well as providing dedicated callbacks to be
run when errors are detected. RDA3 may be considered the standard software at
CERN for data collection, with JAPC being the go-to solution for Java applica-
tions.

Data preparation is one of the hardest conceptual problems to be treated along
the development of an online data processing platform, due to the massive amount
of problems and special cases one has to deal with in order to provide a complete
solution [87]. Some examples are windowing, triggering, discarding policies, and
out-of-order data, and all of these topics may come in different flavors, or with
different parameters. Most importantly, each policy can be combined depending
on user needs, in order to build the data acquisition pipeline that best fits their
specific use case. This makes the practical implementation not trivial as well:
a first idea would be leveraging the Decorator pattern [80]. However, users will
be well exposed to such code, therefore it is ideal to provide clear, unique, and
unchanging pathways. Open-source implementations exist [2], as well as open-
source projects based on them to take inspiration from like Apache Beam [70].
However, it was decided in the early days of the development of UCAP to develop
an in-house solution to best fit CERN-specific requirements. This layer of UCAP
is commonly referred to as Event Builder.
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Figure 3: UCAP transformation layer along with the acquisition layer. The user-
defined function implemented in UCAP is a summation of all inputs. Processed
values are represented by circles.

Transformation

The transformation layer allows users to provide custom logic to process acquired
inputs. This logic is commonly referred to as user-defined function (UDF) in
the literature, however in the UCAP environment it is more frequently called
converter. In order to employ a more generic language, we are going to use the
former term for the rest of the present document. As the name suggests, a user-
defined function could perform any kind of transformation on the input, as long
as it respects some boundaries on the structure (e.g. one-to-one mapping, as
opposed to one-to-many mapping). Figure 3 depicts a simple schema that shows
the behavior of the data transformation layer. UCAP supports both Java and
Python user-defined functions. The former language was supported since the first
release and is somewhat trivial since Java is the main language employed for the
development of UCAP. On the contrary, Python support was a strong requirement
for more recent updates, which was driven by the increasing importance it acquired
in the last decade in scientific computing, as we highlighted in Section 1.3.

Publication

The publication layer in UCAP adheres to the widespread standard declared by
RDA3 applications. Each node (see Section 1.4.2) acts as a server that accepts
direct queries (i.e. “get” requests) and subscriptions. Whenever a new value is
produced by a transformation, it is forwarded to all listening applications instan-
taneously. UCAP subscribers may be any kind of software running JAPC/RDA3,
long-term storage, and querying engines like NXCALS [163], as well as UCAP
nodes.
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1.4.2 Deployment architecture

In the present section, we are going to give some very high-level details about the
structure of UCAP as a software. We will restrict the presentation to a subset
which will ease the discussion for the rest of the work. We will start by describing
the “content” of a single UCAP node, which is the deployment unit of a single
UCAP instance. Then, we will provide some general numbers to let the reader
understand the scale of the software and its importance in the environment of the
CERN control system.

UCAP node

A UCAP node, in its simplest form, is a Spring-based Java process running in a
JVM. The following are the most important components it contains:

• User-facing web interface: HTTP endpoints for all user interactions;

• Data collection and input source monitoring facilities;

• Code to handle all cases for event building (see Section 1.4.1);

• Internal buffers for unprocessed inputs;

• Factories, repositories, and executors for Java-based user-defined functions,
as well as dynamic code loading facilities;

• Components for language interoperability with Python;

• Server transformation output server for publication.

Such Java processes are deployed on bare-metal machines, namely their lifecycle
is fully managed by the UCAP team. A node is usually dedicated to a given
experiment/accelerator (e.g. UCAP-NODE-ISOLDE) or to a specific application (e.g.
UCAP-NODE-TOMOGRAPHY-PSB). Each can run zero or more transformations, which
are registered by users as required via the web interface. Due to this kind of
architecture, UCAP falls in the bucket of distributed online data processing plat-
forms [87]. The node JVM should keep running continuously, as any crash implies
the loss of all unprocessed messages in the internal buffer, and of all messages emit-
ted while the node is down. Since UCAP is considered a critical software in the
context of the CERN control system, this is a very unfortunate situation that
should not happen in general.
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Figure 4: High-level architecture schema of UCAP-Python integration. Python
processes are represented by green nodes, while the main UCAP process is repre-
sented by a single cyan node. The communication channel towards the internal
handler is bidirectional.

Python transformations

Python transformations (i.e. user-defined functions written in Python) are hosted
in dedicated Python processes. The lifecycle of such processes is fully controlled
by the main UCAP process, which may start and stop them as needed. Each
Python process hosts:

• A tiny server that replies to requests generated by the main process;

• The logic that implements the user-defined function.

Figure 4 depicts a simple schema that summarizes the architecture. Each Python
transformation is represented internally in the Java process as a “stub” which
abstracts away the implementation details like transport and serialization/dese-
rialization. This is represented in the image as a small white square linked by a
bidirectional channel to a specific Python process.

UCAP adoption statistics

At the time of writing the UCAP team manages about 250 nodes. In Figure 5 we
visualize the growth over time of the number of nodes. As we mentioned earlier,
each node is dedicated to a particular team or experiment. Notably, not all of
them are running the latest release of the UCAP framework. While it is not
recommended to keep many versions of the same software running at the same
time, it is difficult to upgrade since shutting down a node is a disruptive operation
that must be negotiated with end users.
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Figure 5: UCAP nodes count growth over time. The figure shows both the total
count of nodes (blue) and the count of Python nodes (red).

1.4.3 Input/output structure

UCAP inputs and outputs are those that are supported by the underlying trans-
port layer, which is delegated to RDA3/JAPC [29]. Typically, values are either
proper data or errors. Due to the intrinsically distributed architecture of CERN
software, errors must be propagated to let end users understand why no value
was published at a given moment. It is up to the code developer to decide how
to react to the occurrence of an error, either by republishing it or by conceiv-
ing some logic to compute a value nevertheless. UCAP user-defined functions
follow the same approach. Moreover, values that contain data could be simple
(e.g. an integer, or a floating-point array) or composite, namely sets of key-value
pairs (similar to Java’s Map<String, Object>). The list of accepted data types
is listed in Table 3. In addition to standard Java types, JAPC introduces Enum,
EnumSet, DiscreteFunction, DiscreteFunctionList. The first two are respec-
tively on-wire formats for Java’s enums and Set<Enum>, which require special
treatment because enums are not trivially serializable from one JVM to another
due to classpath problems. The last two are respectively a pair of equally sized
double arrays, and the serializable equivalent of DiscreteFunction[]. These
types were introduced to support more variegated use cases, however they are not
commonly used. The UCAP-Python integration does not officially support them
due to a lack of requirements by end users since the first release (late 2020). In
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Table 3: Types supported by JAPC. The number of bits is unspecified for
several types because it either depends on the chosen on-wire representation
(Enum), or it is driven by the number of elements in the collection (EnumSet,
DiscreteFunction, DiscreteFunctionList).

.

Data type Number of bits Base type

bool 1 n/a
byte 8 n/a
short 16 n/a
int 32 n/a
long 64 n/a
float 32 n/a
double 64 n/a
Enum n/a n/a
EnumSet n/a Enum
DiscreteFunction n/a double
DiscreteFunctionList n/a DiscreteFunction

addition to the types mentioned in Table 3, all of them are supported as 1−, 2−,
and N−dimensional arrays.

1.4.4 Applications

As we mentioned earlier, the UCAP framework has been widely adopted by the
CERN accelerator controls community. Its flexibility enables applications in ex-
tremely wide contexts, with varying degrees of complexity. The typical use case
is subscribing to a set of data and subsequently applying some user-defined trans-
formation, possibly triggering actuator cycles conditionally on the current value
of some real-world quantity. This flexible model encourages using the framework
as the foundation of more high-level applications, whose low-level needs are ex-
actly those covered by UCAP. In this paragraph, we are going to present several
outstanding applications that have been based on UCAP during the last few years.

Linac4 autopilot

A dedicated instance of UCAP, leveraging the Python integration, is deployed to
function as the foundation of the LN4 Autopilot. This software serves as a fully
automatized monitoring and control framework to drive the Linac4 ion source
[25]. It leverages UCAP features, in particular the possibility to run Python
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user code, to control the value of multiple parameters to guarantee the proper
functioning of the machine [117]. Moreover, it simplifies real-time logging of
relevant measurements to expert GUIs and NXCALS [163]. This software was
very well received by the operators community in the CERN control system, thus
another instance was deployed to provide the same functionalities for Linac3.

GeOFF

In addition to the processing of user-defined functions, there have been recent
developments to leverage UCAP as a stateful FaaS server for online optimization
problems. The goal of these problems is to leverage a control, typically imposed
via some kind of real-world actuator, to optimize some desired measurement,
which is continuously measured and fed back as input to the UCAP node. In the
context of the CERN accelerator complex, the controlled output to be controlled
may be, for example, the intensity of some noise-related frequencies in the FFT
of a measurement. The effort resulted in the release of GeOFF [70, 154]. UCAP
is the foundation of such a product, which simplified significantly the integration
of the software with the control system.

Software Interlock System (v2)

The Software Interlock System (SIS) is a critical application in the CERN control
system. Instances of the software continuously monitors relevant parameters in
accelerators, and triggers a beam dump (i.e. the beam is stopped for safety reasons)
when a security threat is detected [162]. Security conditions are implemented
as lengthy boolean conditions involving multiple parameters, structured as deep
condition trees. The software has important robustness requirements: having
an automatized security system is an extremely important need for the CERN
accelerator complex. The first version of SIS has been running for almost 20
years as of 2024, but it was perceived as difficult to maintain and interact with.
For this reason, a complete renovation was initiated to leverage a more flexible
architecture and up-to-date technology. UCAP was selected as the foundation for
SISv2, serving as both the acquisition and computational layer. The computation
of the nodes of condition trees implementing SIS security conditions is delegated
to UCAP Java user-defined functions, running in dedicated UCAP nodes. This
application of UCAP testifies its importance in the control system, due to the
degree of criticality and availability requirements of SIS.
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1.5 Goal and motivation

The present implementation of the UCAP-Python integration, which we have
briefly outlined in Section 1.4, allowed UCAP to gather a significant number of
users in the Python community at CERN. Such an important addition, which
amounts for a substantial part of the UCAP framework in terms of lines of code,
and is by far its most complex software component concerning cognitive and archi-
tectural complexity, was implemented in 2020 with the goal of providing a stable,
powerful, and robust API. The high-level objective was to allow implementing
UCAP user-defined functions in Python, supporting all value types which we
have mentioned in Table 3 without any specific scalability requirements. The
goal was achieved as testified by the encouraging numbers which we have pre-
sented a few paragraphs above. However, the steady increase in the amount of
data produced has shown the limitations of the approach adopted at the time.
In 2017 the aggregated amount of data collected at CERN passed the line of 200
Petabytes, mostly driven by the impressive stream of information provided by
LHC [53]. Computational needs are shifting from simple CPU-bound use cases
towards more bulky memory-bound problems, even for online data processing
platforms. This is driven by the increased amount of data produced daily in the
CERN accelerator complex, as well as by new data processing paradigms in the
context of machine learning.

In order to enable treating such cases, important architectural and technical
changes are required for what concerns the UCAP-Python integration. Prelim-
inary benchmarks, whose numbers will be reported in Section 3.3, have shown
the inadequacy of the present solution with respect to emerging use cases involv-
ing, for example, large numeric arrays. The impressive processing speed achieved
by Python user-defined functions, thanks to bindings towards high-performance
languages like C++ (see Section 1.3), is annihilated in UCAP by the slowness of
internal components. An increasing number of stakeholders has been demanding
a solution to the problem, in order to allow harvesting the large scientific Python
ecosystem for an extended set of use cases. Among other reasons, such demands
are especially due to the gradual adoption of the UCAP framework as a critical
software in the CERN control system. Such an important work package has been
delayed due to its extended scope and complexity, and has now become a blocker
for many users.

In the present work, we are going to present the theoretical and practical
aspects of the journey toward the production-ready implementation of a high-
performance UCAP-Python integration. We are going to review the available
technologies on the market, as well as the ideas that allowed us to improve by
orders of magnitude the response time of UCAP-Python user-defined functions.
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Our claims are supported by an extensive retrospective analysis, based on ad-
hoc software metrics, which will testify the quality of our additions. Moreover,
a gradual migration via blue-green deployment [87] was conducted as the work
progressed, thus providing important feedback in the form of both performance
measurements and software correctness.
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2 Inter-process communication

Inter-process communication (IPC) is the act of exchanging information within
two processes. The processes could be, for example, instances of the same applica-
tion, sharing data for caching purposes [87]; or else, they could implement a mas-
ter/slave communication pattern, the latter receiving input data to be processed
from the former; finally, they could be peers cooperating to solve a large-scale
problem treated with domain decomposition [62]. Inter-process communication is
a critical topic in software engineering, as it enables treating problems on a much
larger scale, leveraging different technologies to solve unique problems (see Sec-
tion 1.3), and splitting software in specialized applications with a single high-level
responsibility [103]. However, these benefits do not come for free. Indeed, intro-
ducing this new degree of freedom increases significantly brings in a plethora of
problems and considerations to be done. In this section, we are going to present a
brief exploration of these topics, in order to provide an overview of the matter for
what concerns the ideas and results which we are going to present in Section 3.3.
In particular, we will first focus on communication strategy, namely on the high-
level orchestration pattern for inter-process communication; then, we will examine
practical ways to achieve IPC; finally, we will discuss the data serialization format,
a critical topic in the context of high-performance IPC.

2.1 Communication strategy

We are going to start our theoretical discussion with an overview of commu-
nication strategies. As we briefly mentioned in the beginning of Section 2, a
communication strategy is a certain pattern that is adopted to organize infor-
mation exchange in the context of inter-process communication. Such a pattern
must specify when the communication should happen (in terms of time elapsed,
or triggering events), the initiator, namely the process that initiates the commu-
nication, and the type of communication established among the parties (blocking
or asynchronous).

We propose a basic example in the context of the producer/consumer problem,
which we will deepen in the following paragraphs. We consider two communicat-
ing processes A and B, the former produces some data which shall be acquired
by the latter. Data is produced by A (the producer) in packages at random time
intervals. A possible approach is to let the producer process initiate a new com-
munication channel every time a new data package is available, such that B (the
consumer) receives it as soon as possible. This solution would work in most cases;
however, one should be careful about the expected data production frequency. If
data is produced with high frequency, many communication channels could be
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opened in overlapping time windows. If too many are open at the same time,
depending on the transport implementation, the processes may experience a va-
riety of problems, like running out of file descriptors [87], or in general being too
overloaded to operate in normal conditions. To address these issues, buffering
produced values and reducing the communication frequency help in mitigating
the issue. Alternatively, we could keep a long-lived communication channel for
the whole lifetime of the application. Still, the channel might file at the same
point, and appropriate strategies to recover it and avoid data loss should be put
in place.

As evidenced by this simple example, there are a number of variables to keep
into account while designing a communication strategy. Optimizing the perfor-
mance should be among the most important concerns, keeping in mind that the
strategy will have a sensible impact on the software architecture and its reliability.
Depending on the problem that we intend to tackle, we might have a plethora of
solutions, each with its particular collection of pros and cons, like the producer/-
consumer problem; alternatively, we might encounter problems whose structure
dictates very specific communication patterns. An example of the latter is the
implementation of the distributed Jacobi algorithm for the approximated solution
of the diffusion equation:

∂Φ

∂t
= ∆Φ.

On an appropriately discretized 2D domain, leveraging finite differences to re-
place differential operators we obtain an approximated iterative solution for the
equation. For each iteration of the method, the correction to the partial value
of Φ(xi, yi) involves the values of Φ(xi+1, yi), Φ(xi−1, yi), Φ(xi, yi+1), Φ(xi, yi−1)
obtained after the previous iteration [62]. This translates into the need, due to
the application of domain decomposition, of exchanging an halo (i.e. the values of
Φ on the border of the subdomains) before each iteration. Therefore, this prob-
lem does not admit the application of buffering or similar solutions to ameliorate
the communication impact on performance: the algorithm cannot proceed to the
next step if halos are not exchanged. In this case, the communication pattern is
imposed by the structure of the problem, and the strategy adopted for domain
decomposition.

In the following paragraphs, we are going to treat several communication
strategies that will be of interest in Section 3.3. In particular, we will focus
on the aforementioned producer/consumer problem. This choice is mostly driven
by two factors. The first is that the problem treated in the present work, which we
discussed in Section 1.5, is an instance of a stateful producer/consumer problem
with feedback [29]. The second is that a significant amount of problems in data
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Figure 6: Schema of the feedback variant of the producer/consumer problem.

processing, especially online, can be reduced to some variant of the producer/con-
sumer problem [86]; therefore, we believe the work presented in this document is
general enough to be of interest to a large fraction of practitioners. We are going
to start the discussion with a more precise definition of the problem; then, we will
introduce several possible strategies to tackle it in practice, making an important
distinction between the shared-memory approach and the distributed one. Finally,
we will introduce some additional topics in the context of communication. These
topics are not necessarily related to the producer/consumer problem; however,
they are definitely of interest for the optimization of communicating processes.

2.1.1 Producer/consumer queue

As we said earlier producer/consumer queue problem recurs quite often in dis-
tributed computing, since an important number of systems are based on one of
its variants [78, 99, 164] like single/multi-producer, single/multi-consumer. Some
practical examples we may encounter in the wilderness are:

• User-defined function remote execution: the producer is embodied by the
triggering process, which requires a remote actor (the consumer) to execute
a function multiple times, every time a new input package is ready;

• The MapReduce paradigm [34], which we have mentioned in Section 1, is a
multi-producer/multi-consumer variant of the problem.

As the name suggests, the most basic variant of the producer/consumer problem
involves two agents. They are respectively responsible for generating new work
items, and processing them in order to produce some output. Variants may involve
a diverse number of actors per category (i.e. multi-producer or multi-consumer);
however, we are going to restrict our discussion to the 1/1 case, and we will only
briefly consider the multi-consumer case at the end of the section. In the context
of our project, we will also assume that the producer expects an output to be sent
back for each input. The setting is represented schematically in Figure 6.
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Input

Output

Figure 7: Single-threaded blocking solution of the produced/consumer problem.
The function consume() embodies the consumer. The producer is fully blocked
for the whole duration of the consumption.

2.1.2 Shared-memory approach

We are going to talk in more detail about the practical details of shared mem-
ory in Section 2.2; for now, we will only consider the implications from outside.
In practice, shared memory allows multiple workers to coexist within the same
running unit (e.g. a POSIX process). Most importantly, these workers share
the same memory, meaning that they can access the same variables [62]. The
practical realization of shared-memory workers is heterogeneous and depends on
the specific tooling adopted. For example, Java provides support for both plat-
form threads (which are bound to OS threads) [110], as well as virtual threads,
(starting from Java 19) which do not occupy a full OS thread and are intended
to be more lightweight thanks to an additional software layer which handles I/O
blocking operations [111]. We are going to discuss the topic in more detail in a
few paragraphs. For now, we are going to explore several solutions to the produc-
er/consumer problem in a shared-memory context.

Single-threaded blocking approach

The simplest solution is to let producers and consumers live in the same thread,
meaning that we have effectively only one worker. This is also the most robust ap-
proach, since we avoid all problems related to shared-memory (e.g. lock retention,
race conditions [56]) which we will highlight in Section 2.2; however, the scala-
bility provided by this method is very limited. The implementation is as simple
as a function call, meaning that the producer is responsible for calling a func-
tion that does the job expected by the consumer. This approach is represented
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Figure 8: Multi-threaded synchronous solution of the produced/consumer prob-
lem. The setting is similar to that presented for the single-threaded case, with the
only difference that the consumption happens in a different thread with respect
to the production.

schematically in Figure 7.

Multi-threaded synchronous solution

If we introduce an additional thread and let the producer and consumer run on
two different threads, we enter the realm of multi-threading. This topic will be
treated in Section 2.2, for now we will only state that letting different threads
interact is in general difficult and a typical source of bugs [56]. The situation is
represented schematically Figure 8. Note that handing over data cannot be imple-
mented by a simple function call as we showed for the blocking case, as function
calls run within the calling thread by definition [110, 155]. The usual strategy is
using a shared variable (i.e. a variable living within the shared memory) whose
role is to keep data until it is needed. Note that such variable must satisfy certain
criteria to avoid experiencing multi-threading related problems, which we will dis-
cuss in detail Section 2.2; for now, we will simply state that the variable must be
thread-safe, meaning that it must be “safe” to read and write to it from different
threads. Typical data structures employed to this end in Java are synchronized
collections, as well as the Atomic* family, or standard objects decorated with
the volatile keyword [110]. Since we expect communication to happen syn-
chronously, the producer shall wait for a reply from the consumer carrying the
output of the operation. It cannot do anything else in the meantime, even though
it is in theory free to execute code. This kind of schema is usually adopted for
robustness reasons, since errors are spotted immediately (i.e. if the consumer
does not reply before a certain deadline) and there is no risk of processing data
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out-of-order. However, this strategy is rarely adopted in practice. Synchronicity,
as opposed to the blocking approach, is rarely a good choice. Moreover, the asyn-
chronous approach which we will present in the next paragraphs can be coupled
with some additional techniques to avoid the aforementioned problems. If one is
not willing to explore the asynchronous multi-threading realm, due to the added
code complexity it brings in, the blocking approach is usually a better choice.

Introduction on asynchronicity

Introducing asynchronicity opens the door to several new approaches to tackle the
problem. Producers and consumers are allowed to live in different threads, like in
the case that we examined in the previous paragraph. As we anticipated, threads
must communicate via thread-safe shared variables in order to avoid memory
access problems related to multi-threading. An important alternative, which we
will also touch on in Section 2.2, is using a future (or a promise in some languages
like JavaScript). From a high-level perspective, a future represents an ongoing
operation. When the operation finishes, the thread holding the future may obtain
a reference to the result. The developer retains an important degree of freedom in
the choice of the variables to assist the multi-threaded communication, and this
is usually the trickiest part of the design [56]; indeed, the data structures chosen
for sharing data are usually the drivers of the observed performance of multi-
threaded software [56,62]. We will start our overview of asynchronous approaches
for the producer/consumer problem by discussing a simple design that involves
future, focusing in particular on its shortcomings; then, we will present a buffer-
based solution, which is quite close to what one could expect to find in most
production-ready data-processing software [29,52,148].

Future-based asynchronous solution

The first solution that we present is based on the concept of future which we have
just introduced. A future is typically an asynchronous primitive provided by the
standard library of many high-level programming languages; it represents an on-
going computation running on a thread [56]. A future typically provides methods
to inspect the state of the computation (e.g. isDone() in Java [110]), and get
the output value if it is ready. This primitive looks indeed quite promising as a
base for our solution to the asynchronous producer/consumer problem: we may
require the consumer to provide a wrapping of the ongoing consumption as a fu-
ture, which will be executed on the consumer thread. The producer is thus free to
complete more work while it is waiting for the result of the consumption (e.g. to
produce new work items); it shall query the future periodically to verify whether
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Figure 9: Multi-threaded buffer-based asynchronous solution of the producer/-
consumer problem. The red square in the figure represents the future, which is
returned immediately by the consumer as soon as the operation starts.

the output is ready, and react accordingly when the consumption is completed.
The setup is represented in Figure 9. However, this exposes a rather important
problem: the producer may produce new work items while the consumer is busy.
How the system should deal with such an eventuality is not obvious: there are
many solutions, each having its own shortcomings. Spawning new consumers is
for now prohibited, as it uncovers even more problems like retry policies, dedupli-
cation, and output ordering. Another possibility is to force the producer to block
by calling get() on the future which it receives from the consumer, in order to
make sure no work items reach the system while it is busy; while this is going
to work, it is a clear regression to the synchronous case. In the common case of
cheap work item production and low-throughput consumption [87, 148] this sys-
tem will always be working in synchronous mode, thus annihilating the benefits
of asynchronous communication. Such a situation is a clear call for a return to
the synchronous case.

Buffer-based solution

A buffering data structure may be introduced between the producer and the con-
sumer, as shown in Figure 10, in order to fix the problems that we highlighted in
the future-based solution. Every time the producer finalizes the preparation of a
new work item, it shall append it to the buffer; similarly, every time the consumer
is ready to take on new work, it will poll the buffer for the oldest unprocessed work
item. Therefore, the interface we expect from the buffer should be capable of ac-
cepting new elements and extracting the oldest one. We summarize it in Listing 2.
In computer science jargon, such a data structure is commonly said to adhere to
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Figure 10: Multi-threaded buffer-based asynchronous solution to the producer/-
consumer problem. The consumer received a queue to hold unprocessed items
until it can process them.

the FIFO interface (First In First Out), and is generally called a queue [28]. Most
importantly, the queue should be thread-safe; as we said earlier, this means that
it must be suitable for usage in a concurrent context, namely it should be reli-
able in a situation when potentially many actors are trying to access a resource
at the same time [67]. Due to the generality of these requirements, implementa-
tions are usually part of the standard libraries of most high-level languages. For
instance, java.util.concurrent provides the ArrayBlockingQueue [56], while
Python provides a dedicated queue module [155]. We discuss with more detail
the topic of synchronous queues in Appendix C. One additional desirable feature
of these implementations is that they provide features to reject an operation on
the queue in certain situations. For instance for some implementations of the
queue, if the space in the queue is exhausted, attempting to insert a new object
will block the thread until an empty spot becomes available. Similarly, attempt-
ing to extract from the queue will block the thread until a new item becomes
available [110]. This removes from the developer the duty of designing a policy
to poll periodically the queue for free spots or new work to be processed; most
importantly, this is also a form of backpressure, as the producer thread will not
be allowed to bring in in new work if the consumer is already overwhelmed [87].
This situation is similar to the synchronous regression which we highlighted in the
previous paragraph with one important difference: we can fine-tune the queue size
so this does not occur too often for our use case. For a robust solution, an addi-
tional queue may be used to hold processed items until the producer is ready to
take them and forward them to downstream clients. The semantics in this case
are identical to the consumer queue.
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1 interface Buffer<T> {
2 // Append to the tail of the buffer
3 void add(T);
4 // Retrieve and remove the head of the buffer.
5 T pollHead();
6 }

Listing 2: Expected interface for the buffer data structure in Figure 10.

2.1.3 Distributed approach

By distributed software we mean an application that is composed of multiple
workers running independently. Such workers are typically bare-metal processes or
virtual Kubernetes-managed processes [125]. In general, complex software needs
workers to cooperate, meaning that we should expect them to exchange data with
each other. Depending on the use case, cooperation might involve sharing cache
entries via some distributed cache mechanism [24, 45, 165], recurrent queries to
fetch data that is only available on a specific server, remote procedure calls (RPC)
to functions that are only implemented on a dedicated worker. Distributed code
is in general easier to develop due to the fact that we do not need to deal with
the problems of multi-threading [62]. Indeed, each worker is expected to have
its fully independent memory space, thus removing any need for synchronization
or locking. This also means that it is less interesting to treat the in-memory
structures that are deputed to hold processing data; indeed, in the present section,
we are going to shift the focus on the communication strategy while trying to be
agnostic on how data is treated on the workers.

For what concerns the producer/consumer problem, we have already presented
the most interesting ideas in Section 2.1.2, and we are going to encounter some
of them again in a slightly revisited fashion in the present section. Many of
the concepts that we will leverage in the following paragraphs have already been
presented as well, thus we are going to conduct a slightly faster discussion in this
case.

Blocking approach

The distributed blocking approach is similar to the single-threaded shared-memory
approach which we represented schematically in Figure 7. The main difference is
the fact that, instead of a simple function call, the producer shall trigger a con-
sumption by exchanging the input data with the worker running the consumer.
This might happen via an HTTP call, a remote procedure call, or any other
message-passing technique which we will talk about in Section 2.2. The producer
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then shall blockingly wait for the remote execution to complete, and for the out-
put to be delivered as the HTTP response body, or as the output of the RPC.
This approach offers several advantages over its shared-memory counterpart:

• The workers hosting the producer and the consumer do not share the same
memory, thus it is harder to experience out-of-memory crashes, and scaling
the architecture is much easier;

• Redundant workers may be spawned, such that in case of a crash of the
main consumer or producer worker the expected recovery of the application
is much smaller [87];

• Following the microservices concept [103], each worker may use a specific
technology which is more suitable for the specific kind of processing it shall
take on.

This is indeed the approach employed for the UCAP-Python integration, even
before the start of the present work [29]. The last point is the most relevant, since
Python workers (the consumers) are expected to execute user-defined Python
functions; such a task is rather difficult to accomplish in a JVM-based process,
and would require the integration of a third-party library (see Section 1.3 for
the details). However, employing Python processes solves the problem in a much
more natural and less error-prone way.

Asynchronous approach

The asynchronous distributed approach is again very similar to its shared-memory
counterpart, with similar characteristics as the case presented in the last para-
graph. From a producer perspective, a future (see Section 2.1.2) is usually the
natural way to model the execution on the remote consumer worker. Similarly
to its shared-memory counterpart, the asynchronous distributed approach may
benefit from the interposition of a buffer data structure, both for the producer
and the consumer [87]. An important difference is that such a data structure
need not be thread-safe, unless multi-threading is employed at some level within
a single worker.

An additional possibility that falls under the umbrella of the asynchronous
distributed approach is introducing a broker (see Section 2.2) between producer
and consumer. We will discuss this topic in more detail in a few sections; for now,
we will simply state that a broker is a specialized software that receives messages
and forwards them where they are needed, providing in addition recovery and
replay strategies, as well as extensive monitoring [88]. However, the solution is
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not suitable for all use cases, since brokers constitute yet another hop in the
architecture.

2.1.4 Additional topics

As we anticipated at the beginning of this section, we will dedicate the coming
paragraphs to a discussion on several topics to complete the overview. In partic-
ular, we will focus on several ubiquitous patterns in software engineering which
are not only related to the context we treat in the present work.

Pipelining

The concept of “pipelining” is pretty much ubiquitous in computer science. One of
the most important areas it is applied to is CPU optimization, namely to achieve
Instruction Level Parallelism (ILP) [62]. The high-level idea is to let components
of the processor act as a pipeline, meaning that they shall all process a work
item and pass it to the next piece of the chain. A recent research direction is
the application of pipelining in the context of high-performance deep learning
[14]. Indeed, it is common to have several components working together (e.g.
neural network layers, activation functions), and to establish processing pipelines
composed of several steps (e.g. transformers [157]).

We explain the core idea of pipelining with an example: assume that our
pipeline is comprised of three tasks in sequence, and that they all take the same
time to complete. We start a run of Task1 on some input, and the other tasks are
forced to wait for a task cycle τ . Then, Task2 is ready to take on the output of
Task1; however, we can already schedule another run of Task1 in parallel, with
the next work item. Therefore, at 2τ we can start all three tasks, producing
the first final result at 3τ . From now on we are able to produce one result per
cycle, since each step of the pipeline is busy, meaning that the pipeline is at
“regime”. In this context, pipelining delivers the optimal task scheduling strategy
to maximize throughput. However, real use cases rarely involve tasks all having
the same duration, and pipelines are in general much longer. Nonetheless, we can
still study how to maximize throughput by scheduling tasks in an optimal order.

Multiplexed communication

Multiplexed communication is in some sense a parallelism paradigm by itself, since
it is orthogonal to the other ones that we have presented so far. Multiplexing
is the ability of a channel to transfer multiple messages at the same time, in
either direction [87]. This means that multi-threaded actors in a distributed
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application may seamlessly exchange data without experiencing a bottleneck on
the wire. However, it is important to keep track of the utilization of the channel,
as overusing it might deteriorate its performance. A typical example of a low-level
channel supporting multiplexing is HTTP/2 [32], while gRPC is an example of a
high-level communication framework offering built-in support for such feature [61].

Data-centric software

Data-centric software is a peculiar design strategy that focuses on the optimization
of data movement. Moving data is indeed quite costly in terms of performance,
for what concerns movements on the wire [33], as well as loading in memory [62].
The standard advice is to focus on data locality, meaning that operations on a
particular portion of a dataset (e.g. a cache line) should be grouped such that
the portion is not needed anymore afterward [95]. The “data-centric” paradigm
is based on the idea of data-oriented software, which proposes an alternative
to the ubiquitous adoption of object-oriented programming. The statement is
that for some applications it is beneficial to focus on modeling data instead of
“smart” components, and to structure software in terms of relations between data
types [57]. Business logic should be as simple as possible, and most importantly
should be clearly separated from data definition.

These concepts were brought to a different level of importance in data-intensive
contexts like deep learning. In the field, it is common to work with datasets that
cannot even fit in the memory of standard computers [14]. To work around the
issue, algorithms are usually designed to scan the dataset by considering only
small portions at each iteration, which is typically known as minibatching [14].
As a consequence of the steady increase in size of training datasets that we have
witnessed in the last few years, especially considering the recent impact of large
language models (LLM) [150], it has become critical to make sure data locality is
exploited as much as possible [75]. To this end, we have observed the emergence of
dedicated tools for the automatic optimization of deep learning algorithms [11,30].
A few optimization examples are reordering pipelines such that data is used in an
optimal way, or pre-fetching a piece of a dataset in the background while working
on something else [20]. These tools are based on algebraic manipulations which
aim at finding dependency graphs among data processing pipelines.

Lazyness

The concept of lazyness is not necessarily related to asynchronous communica-
tion, but it holds an important role in asynchronous software. We may call an
object “lazy” if its creation is delayed until it is actually needed [20]. An object is
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1 import asyncio as aio
2 import numpy as np
3
4 async def fetch_dataset() -> np.array:
5 ...
6
7 dataset = aio.create_task(fetch_dataset())
8 # Do something else ...
9

10 await dataset
11 compute_result(dataset)

Listing 3: Example usage of lazily initialized variables in Python based on the
AsyncIO framework.

“needed” when some code statement uses its value as part of an operation, unless
the statement constitutes the initialization of another lazy object. Lazy objects
look like standard objects from the outside, while under the hood they are sim-
ple references to some running function that is responsible for their initialization.
They are in some sense similar to futures. The convenience of this kind of object
relies on the fact that most variables in software are not necessarily needed imme-
diately, as soon as they are created. Most of the time they serve as parameters,
either for the construction of another object or for a function. If one manages
to expose the graph of dependencies among them, the actual creation time can
be chosen arbitrarily at runtime, thus saving CPU time and memory space. In
addition, lazy variables may represent values that the program will need at some
point in the future, but not necessarily now, thus allowing for a simple implemen-
tation of pre-fetching. A simple example is shown in Listing 3. Lazy objects are
typically represented by Future<T> instances in Java (where T is the type) [110]
and “awaitable” objects in Python’s AsyncIO [155]. The main shortcoming of
lazy initialization is that it is much harder to debug, as it may not be trivial to
understand where and why a lazy object is initialized.

2.2 Inter-process communication in practice

After examining inter-process communication from a high level, we now dive one
level deeper into the matter by discussing practical ways to exchange information.
Since sharing resources among workers is a ubiquitous need among the majority
of software systems [87], the market offers a plethora of solutions, each of which
is suitable for a specific set of applications. Depending on the coupling level of
the workers, we could establish a communication channel via shared memory,
HTTP requests, or by querying the content of a “broker” service. In this section,
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we are going to examine briefly some of these solutions. This knowledge will be
propedeutic to motivate design choices which are critical to achieving the end goal
of the work. We are going to keep the discussion on a high level, as the concepts
we will present are typically valid for all technologies.

2.2.1 Low-level inter-process communication

In the first part of this section, we are going to examine a few selected low-
level approaches for inter-process communication. Contrary to the solutions we
will present starting from Section 2.2.2, these approaches traverse a limited set
of abstractions. Most of them are typically attainable by leveraging tools from
the standard library of most programming languages. Common communication
facilities like backpressure, health checks, or load balancing, are not provided
out of the box when using low-level approaches; still, these concepts maintain
a critical importance in the industry, since they are usually the base for more
complex tools. Nonetheless, we decided to omit to treat some powerful low-level
approaches like socket-based IPC: nowadays, it is very uncommon to use directly
the socket interface since modern technologies provide a much safer and intuitive
experience [84].

Disk-based communication

The most basic way to exchange data is most probably instructing the worker
holding the information to write a file in the persistent storage of the machine,
and then accessing it from the second worker. This approach has some important
benefits which shall be taken into account:

• It does not require any specific setup or external technology, as most lan-
guages provide immediate support for file IO. In complex computing infras-
tructures like HPC clusters, it’s not uncommon to lack superuser permis-
sions, and this often limits the possibility of installing new software. In such
environments, simple yet effective solutions are very frequently employed,
also because they are frequently quite performant.

• We lack better solutions for massive amounts of data that do not fit in the
volatile memory of the machine. In HPC applications it’s very common to
establish multi-step computing pipelines. The initial step usually produces
a huge amount of input information — for instance, large multi-dimensional
arrays produced during high-fidelity simulations or physical measurements
— to be consumed by subsequent steps in a chain. A common pattern in
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such cases is to store the result of each step as one or more files in the per-
sistent storage of the cluster — usually called scratch [92] — and to access
such file as needed in subsequent steps. This also eases the implementation
of checkpointing, namely saving partial results of an HPC application in
order to restart from the most recent in case of errors [113].

• The code might be easier to design and maintain, since instead of complex
idioms with obscure internal behaviors we simply need to deal with a static
file.

• Workers exchanging data via the disk are easily debuggable: one could
inspect the files they exchange to verify whether they are behaving properly.

Considering the performance aspect, disk-based IPC is known to be quite ineffi-
cient due to the limitations of persistent memory. However, we are not required
to load the full content of the file in memory: each step could seek the position
that it needs and read only a specific number of bytes. Moreover, to speed up
read/write operations we could employ a binary format, which we are going to
discuss in more detail in Section 2.3.

Aside from performance considerations, there are also some other important
limitations to take into account:

• Disk-based IPC becomes unfeasible when the persisted resources are not
static. Updating values in the file presents a problem in terms of perfor-
mance, since writing to the persistence storage is one of the least efficient
operations in software [62]; and most importantly in terms of concurrency.
We do not know when the resource is safe to access, thus we expose ourselves
to processing inconsistent data due to a partially persisted update.

• If the nature of resources to be shared is not well defined or subject to
change, it may be difficult to exchange data among workers: the downstream
ones expect to know in advance how many bytes they should read, or what
to do with the content.

To summarize, disk-based IPC is a powerful tool for some applications, but its
applicability domain is usually limited to large-scale computing applications deal-
ing with important amounts of data, for example offline data processing platforms
(see Section 1).

Pipe-based communication

A pipe is a mono-directional channel of communication between two processes.
It can be established between a parent and a child process at the time of the
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1 $ cat input.txt
2 x=2.0, y=-0.1, z=10.1
3 x=2.0, y=0.0, z=10.5
4 x=2.0, y=0.1, z=10.4
5 x=2.1, y=-0.1, z=4.1
6 x=2.1, y=-0.1, z=4.1
7 x=2.1, y=0.0, z=5.3
8 x=2.1, y=0.1, z=2.2
9 $ cat input.txt | grep "x=2.1" | uniq

10 x=2.1, y=-0.1, z=4.1
11 x=2.1, y=0.0, z=5.3
12 x=2.1, y=0.1, z=2.2

Listing 4: Example pipe usage in Bash. The commands in the listing are cat
(print file content), grep (keep only lines containing the specified pattern) and
uniq (discard duplicate lines).

creation of the latter, and it may remain alive for the whole lifetime of the workers.
Pipes have limited size, which varies on the system [84]. After the pipe space
is exhausted, it does not accept new data until the next read operation of the
downstream client, which frees space in the buffer. This behavior acts also as a
rudimentary backpressure mechanism [87].

Pipes are available out of the box in many programming languages, including
Python as part of the multiprocessing module [155]. In Listing 4 we show a
simple example of the usage of pipes in Bash. Each command following a pipe
is started in a subprocess, whose standard input is the output of the preceding
pipe [84]. Therefore, line 9 in the listing is effectively a multi-process pipeline for
data filtering, with pipe-based communication to glue the workers. Considering
large input sizes, this simple line of bash will outperform any single-threaded
Python or C++ script in terms of throughput [87].

Pipes have quite different applicability with respect to file-based IPC. First
of all, they require a much more coupled architecture, since the receiver worker
must be started by the sender. Secondly, they are quite harder to use than other
solutions due to their size limitation. In general, this IPC strategy is meant for
predictable payloads between highly coupled workers.

Shared memory communication

Shared memory IPC, as the name suggests, relies on a shared fragment of memory
that is accessible by all parties involved to share information. Many different
technologies exist that allow achieving such a setup:

• In some cases the developer receives a piece of raw memory that can be
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1 int sum = 0;
2 #pragma omp parallel num_threads(10)
3 {
4 #pragma omp critical
5 sum++;
6 }
7 std::cout << sum << std::endl;

Listing 5: Multi-threaded summation with OpenMP. The compiler directive at
line 2 spawns 10 OpenMP threads which are only active in the section between
lines 3 and 6. The directive at line 4 instructs the compiler to prevent multiple
threads from accessing the instruction concurrently, thus making the update to the
variable sum thread-safe. An implicit barrier at the end of the parallel section
makes sure all threads managed to update the variable exactly once before it is
printed to stdout.

read and written as needed by multiple workers. An example is the sys-
tem function shmget() in the C programming language [83]. In such cases
handling access rights, read/write order, as well as concurrency issues is the
responsibility of the developer.

• Other technologies like OpenMP [26] handle the full lifecycle of threads,
and provide portable facilities to manage shared resources. Communication
is carried out via shared variables that must be accessed in a thread-safe
manner. We show an example snippet in Listing 5.

• High-level languages based on object-oriented programming usually define
their own concurrency development suite as part of the standard library.
For example, Java ships the standard package java.concurrency.* [110],
while Python provides the threading module [155]. They typically provide
implementations of common concurrency primitives (see also Appendix B),
as well as means to start and control the lifecycle of threads within a process.

Even though shared memory communication is one of the most popular means
to exchange information, it has critical shortcomings which must be carefully
addressed by the developer. In the next paragraph we briefly discuss some of the
most important, outlining also possible solutions.

The perils of shared memory communication

As we anticipated both in Section 2.1 and Section 2.2.1, shared memory presents
intrinsic risks and shall be used with care. We have already mentioned the concept



2.2 Inter-process communication in practice 49

1 class SimpleInteger {
2 private int value = 0;
3 public void sum(int i) {
4 value += i;
5 }
6 }

Listing 6: Simple Java class which represents an integer. It supports summing an
int value to the internal field value, via the method sum(int).

of thread safety without diving into the details for clarity purposes. The present
paragraph is devoted to filling this lack.

We will start the discussion by introducing the important concept of race
condition with an example. The Java snippet in Listing 6 defines a basic class
SimpleInteger which holds an int value. The value may be incremented from
outside with a call to the method sum(int). Assuming a multi-threaded envi-
ronment, an instance of SimpleInteger may live in shared memory, thus being
at risk of being touched by more than one thread. Such an occurrence would be
catastrophic since the class is not thread-safe. In Listing 7 we present the JVM
bytecode of the method sum(int). The simple summation at line 4 in the Java
snippet is translated to a sequence of six bytecode instructions. Without going
into the low-level details, the bytecode instructions between line 3 and line 6 are
required to load the parameter value and the class field into the first two posi-
tions of the stack memory of the current thread, while the actual sum is computed
in line 7, and subsequently assigned to the class variable. The important infor-
mation to take away is that simple instructions in high-level languages might be
translated into several low-level instructions, thus making it impossible to execute
them in an atomic way. By “atomic” we mean that the state of the program does
not change for the whole duration of the operation [62]. Indeed, we now examine

1 public void sum(int);
2 Code:
3 0: aload_0
4 1: dup
5 2: getfield #2 // Field value:I
6 5: iload_1
7 6: iadd
8 7: putfield #2 // Field value:I
9 10: return

Listing 7: JVM bytecode for the method SimpleInteger#sum(int), obtained
using the tool javap [110] from OpenJDK 17.0.9.
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Figure 11: Schema of the race condition in SimpleInteger. Line numbers refer
to the bytecode in Listing 7.

what could go wrong when threads come into play. We assume having initialized
a new instance of SimpleInteger, such that the internal value is equal to zero.
The expected outcome of two calls from two different threads, e.g. sum(2) from
thread1 and sum(3) from thread2, is an instance such that value=5. However,
if thread1 manages to update the internal class field after thread2 executes line
5 of the bytecode snippet, thread2 will have lost the update. It will then pro-
ceed to summing zero and three and then assigning the result to the class field.
The final result in this case is three. The workflow is represented schematically
in Figure 11. A similar error could happen by switching roles, and in such case
we would obtain a final value of two. An example run is shown in Listing 8.

1 int count2, count3 = 0;
2 for (int i = 0; i < 1_000_000; i++) {
3 var si = new SimpleInteger();
4 var t1 = new Thread(() -> si.sum(2));
5 var t2 = new Thread(() -> si.sum(3));
6 t1.start(); t2.start(); // Start t1, t2
7 t1.join(); t2.join(); // Wait for completion
8 if (si.value == 2) count2++;
9 if (si.value == 3) count3++;

10 }
11 // Output:
12 count2 = 5 (0.0005%)
13 count3 = 3 (0.0003%)

Listing 8: Reproducing the race condition in SimpleInteger. It is interesting to
notice that the problem occurred only eight times out of one million trials.
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As we can see from the output, our program is non-deterministic and might fail
at any time, even though a considerable number of runs went through without
any issues. Race conditions are essentially ticking bombs that may manifest at
any time with completely unexpected values. The careful software engineer must
adopt appropriate measures to protect against them, like those which we talk
about in Appendix B.

Thread safety amounts to only a portion of the problems posed by shared
memory software. Other issues may not cause the program to produce incorrect
results; however, they may manifest themselves as inexplicable degraded perfor-
mance. This is the case of false sharing, which is a common problem when cache
coherency mechanisms are put in place [62]. In simple words, cache coherency
aims at making sure that each worker sees all necessary updates on their cached
copy (i.e. locally retained) of a shared variable. Typically, a write operation on a
shared variable causes all cached copies to be invalidated; this has an important
impact on performance since all workers must then go to the main memory to ob-
tain the updated value of the variable. Cache coherency is usually implemented
at a cache line level, meaning that an update on a specific address of the cache
line invalidates the whole set of addresses of the block [27]. This is the essential
problem of false sharing: all addresses of the cache line are invalidated and must
be read again from the main memory, even though a single address was updated.
To mitigate the issue, the developer should make sure that memory writes are not
transversal to the cache lines, which may be achieved by carefully organizing the
memory usage of each worker [62].

2.2.2 Distributed inter-process communication

We now turn to communication methods which are conceived to exchange data
among parties that do not have access to the same memory region. There is
virtually no limitation on the membership to this category, therefore the meth-
ods which we are going to present in the coming paragraphs are quite general
and may be suitable for many applications. Moreover, the fact that memory is
not shared translates into a much cleaner code: indeed, the software engineer
need not pollute the code with thread lifecycle management or synchronization
primitives like those which we mention in Appendix B. Most importantly, the
shortcomings that we presented in the previous paragraph are irrelevant in the
context of distributed communication, which means an important guarantee of
code testability and safety. These advantages come in exchange for an increased
communication cost, due to the additional hop on the transport layer, and an
increased dependency on third-party libraries, since the general support for dis-
tributed communication in standard libraries is typically lacking [110,155]. In the
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following paragraphs, we are going to discuss the most important methods from
a high-level point of view.

Hypertext Transfer Protocol

Hypertext Transfer Protocol (HTTP) is the most popular alternative for dis-
tributed inter-process communication. In the last few decades, it has become
ubiquitous due to the fact that it is the foundation of the World Wild Web [145].
We will not go into the details of HTTP, as we are only interested in how it is
used and how it compares with respect to the alternatives. An HTTP request is
characterized by the following information:

• Uniform Resource Locator (URL) of the host which shall reply to the HTTP
request;

• The HTTP Method, defines the kind of action that is expected from the
server. The most common examples are GET to retrieve, and POST to provide
information;

• A request header, namely a set of key/value pairs to share metadata infor-
mation with the server;

• A body, which is optional and is typically used to push data to the server.

An HTTP response has a similar structure as the request, with the addition of a
status code that informs the client about the outcome of the operation. Common
statuses are 403 (not authorized) 404 (not found), 500 (internal server errors),
and 200 (OK).

HTTP is based on the Transmission Control Protocol (TCP), which provides
several important high-level guarantees. Data shall be delivered in order, with
guaranteed delivery, and automatic retransmission in case of errors. Also, the
data received is checked to ensure that no bit was changed during the transport
over the wire [145]. Such a contract made HTTP particularly appealing for all
kinds of applications; indeed, nowadays the protocol is not only the base of the
World Wide Web, but also the most common communication protocol in the
microservices world [36,87,103,149].

Due to the importance of HTTP, many libraries exist to simplify software
development for both client-side and server-side operations. For the former, the
typical need is to provide an API that integrates well with the rest of the code,
meaning that it agrees with the type system (e.g. via Java generics [110]) or it
works well with the built-in asynchronous programming model (e.g. with AsyncIO
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1 import requests
2 url = f"http://{host}:{port}/"
3 response = requests.get(url)

Listing 9: Simple Python HTTP client based on the open source library requests.

for Python [155]). A few examples for Java are the built-in HttpClient (intro-
duced in Java 11) and Apache HttpComponents’ client; for Python, the most
popular solution is requests, while aiohttp provides seamless integration with
AsyncIO. We provide a basic example of an HTTP client based on requests in
Listing 9.

Remote Procedure Calls and RESTful web services

Even though Remote Procedure Call (RPC) and RESTful web services are not
concrete tools, but rather specifications and sets of ideas to structure client/server
applications, we believe we deserve to be mentioned separately due to their impor-
tance. We dedicate a few lines to each of them since they are important concepts
that we will also consider hereinafter.

RPCs attempt to model network calls to remote servers as ordinary functions.
The idea is to generate stubs based on a service definition. The service definition
typically defines, for a given server, the set of functions it supports, including their
signature. Using automated code generation tools, the client generates (at build
time) the code that provides the implementation for the stubs. Thus, remote
calls are fully integrated into ordinary code, in particular for what concerns types
and exceptions. Callers need not deal with low-level details like HTTP request-
s/responses, status codes, or JSON deserialization. This is also one of the most
important criticisms of RPC: hiding the fact that an apparently simple function
call will result in a network call is believed to be a problem for code clarity and
safety [87]. One of the most popular RPC engines in the industry is gRPC, de-
veloped by Google Inc. [61], which is based on HTTP/2 and Protobuf [59]. gRPC
supports several popular languages like Java, Python, C++, Go, and Dart, and
provides many useful features like multiplexing and bidirectional asynchronous
streaming. We provide an example service definition in Listing 10.

Representational State Transfer (REST) is an alternative approach to struc-
ture client/server applications, which is particularly suitable for CRUD software
(CReate/Update/Delete). The idea is that each request shall represent an oper-
ation of some kind (read, create, update, or delete) on a particular entity. The
kind of entity shall be identified by the URL [103]. In addition, the server should
not retain any status information about a specific client, meaning that it must
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1 message Person {
2 string name = 1;
3 string surname = 2;
4 }
5 message PhoneNumber {
6 string countryPrefix = 1;
7 string value = 2;
8 }
9 service PhoneBook {

10 rpc findPhoneNumber (Person) returns (PhoneNumber) {}
11 }

Listing 10: Example gRPC/Protobuf service definition. We defined two message
types, Person and PhoneNumber. Then, within the PhoneNumber gRPC service
we defined an RPC which returns the phone number given a person’s identity.

be stateless, excluding the entities it holds. RESTful web services are typically
based on HTTP, since the two share similar properties and requirements [145].
Therefore, REST client calls can be implemented with simple HTTP clients, and
a similar statement holds for RESTful web services.

User Datagram Protocol

The User Datagram Protocol (UDP) is an alternative communication protocol to
TCP which provides different capabilities. It does not guarantee message delivery,
nor it checks for transmission errors, and may not enforce delivery order [145].
However, it does not require establishing a communication channel before data
is sent over, which results in an important overall speed up. Moreover, opening
communication channels poses an important load on the web service, which is
absent when UDP is employed. All of these factors must taken into consideration
since this protocol is definitely not suitable for all applications; however, there are
some that could massively benefit from its lightness, especially in contexts where
missing some messages is not a problem. For instance, UDP is employed at CERN
in a distributed tracing library [42]. Due to the massive amount of log messages
produced every second, losing a small percentage was deemed acceptable during
the design phase.

Remote Direct Memory Access

Generally used communication protocols like TCP and UDP require many steps
to acquire a message from a client and present it as an in-memory object to the
appropriate running software. The process typically involves the CPU and several
memory layers, since the message must be acquired from a socket and temporarily
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copied into a buffer, and then from the buffer to the program memory [145]. These
steps waste CPU cycles and induce memory congestion for what may look like
useless data movements. The idea of Remote Direct Memory Access (RDMA)
is to skip these steps and decouple data transfer from CPU. The client and the
server shall initiate a channel that links two memory regions in the two hosts.
Then, any further data transfer will access the memory of the target directly,
without an intermediate buffer or additional memory steps [127].

However, RDMA has limited applicability in mainstream software develop-
ment. Specific network technologies (like Infiniband) shall be put in place be-
tween the hosts to enable its usage. Moreover, the initialization of the channel
requires some time to be properly established, which makes RDMA not suitable
for ephemeral communication events. The mapped memory region cannot change
in size, thus the maximum amount of data exchanged shall be carefully agreed
upon by the parties [49]. Considering the tooling availability, there is a clear lack
of industry-ready libraries with long-term support and stability guarantees, and
most of those available nowadays are being developed by research laboratories
for experimental purposes [146]. RDMA was reportedly employed fruitfully in
large-scale applications within HPC clusters [161], which are commonly equipped
with bleeding-edge network communication technologies due to the humongous
volumes of data they orchestrate. As of 2024, the impression is that RDMA is
not mature enough to be included in a project with critical stability requirements
like UCAP. However, it is definitely an interesting technology to observe carefully
for future evolutions.

Broker-based inter-process communication

In addition to the communication strategies that we presented in the previous
paragraphs, one approach emerged recently due to the high adoption it is encoun-
tering thanks to the recent Kubernetes trend in software engineering [125]. We
are witnessing a growing need for stateless software systems, which may be easily
restarted, killed, and duplicated as needed by a centralized orchestrator. This
need stems from the fact that clusterized deployments require full independence
of the software from the location where it is running, as well as all instances to
be almost indistinguishable. This means that the whole state should be migrated
to an external reliable storage, which may be queried by any running instance of
the software.

Such an external storage is usually called broker. A broker is an indepen-
dent application that is responsible for receiving, storing, and forwarding data as
needed. This kind of software typically allows to create multiple topics, namely
streams of information related to different domains. A consumer may subscribe
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to a specific topic it is interested in, in order to consume all published messages.
At the time of writing, there are many solutions available, like Apache Kafka [88],
Redis [24], and RabbitMQ.

The most important shortcoming of broker-based IPC is that it introduces two
additional hops [33]. This is an aspect to keep in strong consideration, especially
for low-latency systems. For most applications though, the added value of de-
coupling data producer and data consumer and the benefits of running both in a
clusterized environment would typically justify the slightly reduced throughput.

2.3 Data

The concrete materialization of what is actually being exchanged between parties
in inter-process communication is a key factor. The choice of the serialization
protocol determines an important portion of the communication speed [87, 124].
However, the choice is not always on the software engineer: it may be imposed
by an upstream dependency, or by the architecture of some legacy project that is
owned by another team. For example, the vast majority of microservices nowadays
are designed to be JSON-based RESTful interfaces [103].

In this section, we are going to present several possibilities for data format, as
well as their implications in productional environments. We will start with a high-
level taxonomy, to provide a simple framework to distinguish available options in
well-defined categories; then, we are going to present several alternatives for each
of these categories, in order to fix ideas and discuss some concrete use cases. We
will also examine some high-level performance comparisons between the options,
since performance is of critical importance during the software design process,
and is also the main focus of the present work. Finally, we are going to discuss
briefly some common best practices to optimize data exchange.

2.3.1 High level taxonomy

Data is information, which may manifest in different forms. Clearly, only a few of
these forms are compatible with computers, which can only understand what may
be encoded in sequences of bits. Over the last few decades, computer engineers
conceived a plethora of ways to represent data, mostly driven by the needs of
the most popular trends at the time. However, not all formats stood the test of
time; indeed, the oldest format which we talk about in the present document,
namely XML, was first introduced in 1996 [124]. In order to introduce order in
the overwhelming amount of options to represent data, we will start the discussion
by proposing several categories, to which a particular data format may or may
not belong.



2.3 Data 57

Person
name : String
surname : String
birthPlace : Place
age : int
phone : PhoneNumber

Place
town : String
country : String

PhoneNumber
countryPrefix : String
value : String

Figure 12: Example structure of an object-oriented class hierarchy.
Person.birthPlace and Person.phone are references (or pointers) respectively
to the classes Place and PhoneNumber.

In-memory data

In-memory data is the most common type of data a software engineer typically
deals with. Memory may contain simple values (i.e. what in Java is usually
referred to as primitive types [110]), or hierarchies of classes whose fields refer
to instances of other classes. Moreover, it may contain arrays of types, as well
as collections (e.g. lists, sets, maps). Depending on the programming languages,
the in-memory representation of a particular object varies. For instance, due to
the implementation of the CPython garbage collector, the representation of each
object contains an additional counter that keeps track of the current incoming
references [155]. On the contrary, low-level languages like C and C++ store
simple types, as well as arrays and class members, as adjacent values in memory
(if we ignore the additional padding added by the compiler in some cases [62]).
However, references are a sore point in all programming languages. A reference
(or pointer) is essentially a value holding the position of an object in memory.
We propose an example hierarchy in Figure 12. The in-memory representation
of class hierarchies is not adjacent, since references could point anywhere in the
memory managed by the program. Introducing abstractions makes the life of the
developer easier when it comes to modeling real-world problems in a programming
language; however, the in-memory representation of abstraction hierarchies are
typically not trivially serializable, meaning that they cannot be sent on the wire
without being “massaged”. This is the main purpose of the objects belonging to
the next category.
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Serialized data

Serialized (or marshalled) data is a representation of some in-memory object which
can be sent on the wire [87, 124]. Therefore, the importance of this category of
objects is critical: serializing in-memory data allows exchanging information with
other processes via one of the techniques that we discussed in Section 2.2, pro-
vided that the receiver knows how to transform the payload into an in-memory
object it can use (deserialization, or unmarshalling). For this reason, serializa-
tion/deserialization tasks are extremely common and very important in software
development. Several surveys have found that they comprise about 5/6% of the
total computing power of Google’s and Meta’s data warehouses [82,139]. Depend-
ing on the use case, there are many ways to serialize data. We are going to deepen
the topic in the next two paragraphs.

Textual data

The first question to pose when selecting a serialization data format is whether the
information shall retain the property of being readable by a human while being
transferred on the channel. This is a very important point, since it influences the
ease of debugging when dealing with distributed systems [94]. Having unreadable
sequences of characters flying makes identifying the source of the problem much
harder, in particular because the fix is typically required in a short time. Textual
serialization formats solve the problem by making sure the data is readable, and
most importantly has a schema that makes it easy to fathom the structure of the
information. Moreover, the fact that the serialization format is open and easily
understandable typically translates into the abundance of third-party tooling in
the market. Indeed, all programming languages have multiple parser implemen-
tations for the most popular textual data formats, sometimes even as part of the
standard library [155]. We will now examine a few examples.

The eXtensible Markup Language (XML) was the most popular format in the
early stage of the web, thanks to its huge flexibility and the amount of tooling
available. However, it slowed down during the last few decades, being surpassed
by less verbose data formats in most contexts [105, 141]. It supports schema val-
idation, with the possibility to define namespaces as well as new types. XML
is nowadays the standard format for SOAP-based applications; however, it has
been largely surpassed by JavaScript Object Notation JSON for most of the other
web-based use cases like RESTful web services. JSON is easier to interpret, both
for humans and computers thanks to its reduced verbosity [105]. Nonetheless,
it lacks some features from its older alternative, but it is typically not a prob-
lem for standard applications. Both XML and JSON are human-readable, but
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they are not the preferred alternative for files that may be edited by hand with a
text editor. In such a case, formats like YAML Ain’t Markup Language (YAML)
or Tom's Obvious Minimal Language (TOML) shall be preferred. YAML has
received attention lately thanks to the Kubernetes trend and is mostly used in
configuration files for various services, especially in the field of DevOps (e.g. Ansi-
ble, GitLab CI, and Docker). This format provides a much less verbose experience
than the previous candidates, and its syntax may remind of that of Python due to
its peculiar indentation-based appearance. YAML supports scalars, arrays, and
map-based data structures, and it provides a similar typing system as Python,
supporting many standard types like dates [10]. Moreover, YAML provides in-
teresting features to render text with special indentation and newlines (the pipe
“|” and greater than “>” characters) which make it much more pleasant to store
and edit quickly text-based data. The same applies to TOML, which is explicitly
designed to facilitate human readability and ease of modification, while keeping
an easily parsable structure for a computer. TOML has recently been the subject
of a PEP (Python Enhancement Proposal) to designate it as the standard format
for Python project configuration files [23]. Even more remarkably, starting from
Python 3.11 the standard library includes a TOML parser [68,69], thus boosting
significantly its adoption.

Binary data

Unlike textual serialization formats, the binary ones have no requirement to be
human-readable in the first place. Indeed, they typically consist of a sequence
of bytes that require specific tooling to be mapped into a human-readable in-
memory object. Binary formats are typically conceived for maximizing the se-
rialization/deserialization speed and minimizing memory occupancy [124]. For
this reason, their specifications tend to be rather convoluted [46,59]. Due to their
performance guarantees, binary formats are typically preferred for low-latency ap-
plications. Contrary to textual data formats, binary encodings tend to manifest as
complex third-party dependencies shipped as considerably large libraries, not nec-
essarily open source. Internal tricks and optimizations are frequently employed
to maximize the throughput, [59] therefore it is typically not trivial to write a
custom serializer/deserializer for binary formats. The risk of becoming extremely
coupled to such external service must be considered before choosing a data encod-
ing, it is fundamental to verify the support of the format on all frameworks and
platforms that we aim to target, now or in the future. We will now look at some
examples, taking into account only those formats which are backed by libraries
mature enough to be considered standard, available for multiple languages, and
backed by a development team that guarantees long-term support.
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Protocol buffers (Protobuf) is an open-source multi-language framework for
binary serialization/deserialization developed by Google, and reportedly used for
most of its products [59]. Developers are responsible for writing a schema file,
which contains the definition of all the object types that may be exchanged. Ob-
jects may contain strongly typed fields, with the available types being the stan-
dard primitive types, like floating point numbers, integers, and strings, as well
as complex ones, like arrays or nested hierarchies of user-defined types. An ex-
ample Protobuf definition was already presented in Listing 10. The schema file
is compiled using a dedicated compiler called protoc, which produces the needed
glue code to implement the specified schema in a given language, in order to en-
able using types defined within Protobuf in the code. Protobuf is the standard
serialization format employed by gRPC [61], which we have already talked about
in Section 2.2. On the other hand, one of the most popular competitors of Pro-
tobuf is Apache Avro (commonly known simply as Avro). Avro provides similar
functionalities, with a slightly different approach. Avro packs the writer schema
of the object, which shall be specified as a JSON document, as part of the seri-
alized payload. This translates into a slightly bigger message to be exchanged;
however, the benefit of this approach resides in the fact that the writer schema
is available at deserialization time, thus making the management of multiple de-
ployments running different versions of the software much safer. Moreover, Avro
allows deserializing byte streams to JSON out of the box, thus enabling a much
smoother debugging experience with respect to other serialization formats.

2.3.2 Performance comparison

In the next few paragraphs, we are going to lay out a basic benchmark to explore
the technical solutions that we presented in Section 2.3.1 from a practical point
of view. We are going to start by describing the experimental setup, namely the
technologies adopted and the measurement strategy; then, we are going to present
briefly the data generated for the experiment; finally, we are going to discuss the
results of the benchmark, trying to infer indications for the future development
of this work as part of the process.

Experiment setup

The benchmark was implemented in a standard fashion, by recording the elapsed
time for serialization and deserialization for a given number of times. The code
to reproduce our results is publicly available in a Git repository at
https://github.com/fandreuz/python-serialization-benchmark. We provided a sim-
plified strategy to execute the benchmark against an arbitrary Python version

https://github.com/fandreuz/python-serialization-benchmark


2.3 Data 61

1 >>> docker run --interactive --tty --rm \
2 -v .:/home \
3 -w /home \
4 --env BENCHMARK_DATA_SIZE=$SIZE \ # data size (i.e. array length)
5 --env BENCHMARK_ITERATIONS=$COUNT \ # number of measurements
6 --env BENCHMARK_TYPE=numeric \ # or 'textual'
7 python:$PY_VERSION \
8 ./run_benchmark.sh

Listing 11: Example command to run the serialization benchmark. The bench-
mark supports several environment variables to select, for instance, the needed
Python version, the size of data, and the number of iterations.

leveraging Docker images. This approach has two main benefits, the first being
that it is easier to run the benchmark in isolation, using an independent inter-
preter version and libraries than those that are locally installed, and the second
being that the benchmark may run without any initial effort on any remote server
that we may want to probe. An example command is provided in Listing 11. The
script run_benchmark.sh will also generate the needed files for libraries requiring
the compilation of schema files (e.g. Protocol Buffers [59]). Note that the Python
version is specified via the environment variable PY_VERSION: any of those avail-
able in the public Docker registry may be used for the benchmark [100].

Data

Due to the differences between serialization formats that we highlighted in the
previous paragraphs, we conceived two different benchmark inputs. Each of them
focuses on specific data types, so we can expect to observe meaningful differences
in the benchmark results, reflecting the aforementioned theoretical aspects. We
aim to identify the most viable candidate for the UCAP-Python use case with an
informed approach based on empirical observations.

The first input type is comprised of an information field, which contains
string and integer fields like an author, a description, and a unique ID; it also
contains four numeric 64-bit float arrays representing a scalar field in R3. In List-
ing 12 we propose an example instance of a data entry of this kind. The second
input type has the same information field, but it has three large string fields
called abstract, text, and appendix, to model a schematized journal paper en-
try. The idea of these two experiments is clearly to assess the performance of
the serialization libraries in two very different use cases, the first being focused
on numeric arrays and the second targeting textual data. The data type may
be selected in our benchmark by setting an appropriate value for the environ-
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1 {
2 "information": {
3 "name": "NumericBenchmark",
4 "description": "Data for the numeric benchmark",
5 "id": 0,
6 "author": "fandreuz@cern.ch"
7 },
8 "x": [0.0, 0.25, 0.5, 0.75, 1.0],
9 "y": [-1.0, -0.5, 0.0, 0.5, 1.0],

10 "z": [0.0, 0.25, 0.5, 0.75, 1.0],
11 "values": [0.5962199732217482, 0.3652215020407171, 0.14453553123599183,
12 0.7150423350185419, 0.4757748564058194]
13 }

Listing 12: Example object based on numeric data for the serialization library
benchmark.

ment variable BENCHMARK_TYPE. The accepted values in the first revision of the
benchmarking code are the strings "numeric" and "textual". In the coming
paragraphs, we are going to provide the results for both data types.

Results

We now look at the results of the benchmark for both the data types depicted
in the previous paragraph. Thanks to the flexibility of the code infrastructure
and of the execution strategy based on Docker images, we provide results for
multiple Python versions. We chose to probe Python 3.9.18 (August 2023) and
3.12.2 (February 2024), since they are respectively one of the most commonly
used Python versions, and the newest one currently available to the public. The
third-party libraries that were present in the environment during the execution
of the benchmarks are the same for both Python versions, and they are listed in
Table 4.

All benchmarks have been executed by considering 1000 iterations, considering
the 99th percentile value of the measured times for serialization/deserialization.
This choice is frequently recommended as a good indicator of the observed perfor-
mance in most use cases [87]. For both data types, we set BENCHMARK_DATA_SIZE=100000,
which translates in practice to a data structure containing four arrays holding
100000 64-bit floats in the numeric case, and one containing three strings with
100000 characters each in the textual case. The benchmarks have been run within
Docker images pulled from hub.docker.com, on a ThinkPad X1 Carbon Gen 9 lap-
top.

Respecting our expectations, binary serialization protocols outperform their
textual counterparts by several orders of magnitude. This is especially evident

https://hub.docker.com
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Table 4: Python dependencies in the environment used for the serialization bench-
mark. The column Type refers to the kind of serialization which is performed by
the library. numpy and grpcio-tools are pulled in to be used as utilities.

Package name Version Type

avro 1.11.3 Binary
grpcio-tools 1.60.1 ×
numpy 1.26.4 ×
orjson 3.9.14 Textual
protobuf 4.25.3 Binary
python-rapidjson 1.14 Textual

for numeric-prevalent data types (Figure 13); the difference is slightly less pro-
nounced for text-prevalent data (Figure 14). The performance of Apache Avro
is comparable to that of Protocol Buffers in the first case, but falls behind in
the second one. The best performer in both cases is Pickle, Python’s standard
serialization library. However, as we anticipated such protocol cannot be used for
language interoperability, since we could not find a Java counterpart to wire the
two languages. From this benchmark, we conclude that Protocol Buffers is the
most versatile serialization protocol, providing official support for both Java and
Python.

2.3.3 Manipulating data

It is possible that even using a performant data format, a state-of-the-art toolchain
for serialization/deserialization, and an optimized communication pattern for inter-
process communication, is not enough to achieve the throughput we aim for. In
some cases, this may be due to the scale of data we are treating: indeed, moving
data is an extremely time-consuming activity compared to the speed of nowadays
CPUs [11,62,124]. Processor cycles occur orders of magnitudes faster than mem-
ory cycles [27], and this holds for persistent storage as well as volatile. Moreover,
exchanging data may be subject to throttling imposed by the transport layer —
for instance, gRPC poses a hard limit of 200MB per message [61] — thus mak-
ing the solution unfeasible for messages exceeding the threshold. The brand-new
software we are designing may be bound to a safe zone in which it can operate
reliably, but important refactoring and reorganizations will be needed to scale it.
Finally, in-flight data (e.g. moving in a network, in a wire) is known to be much
more problematic than its in-memory or on-disk counterpart. The first reason for
this is that using a network may require the user to pay a cost; the second is that



2.3 Data 64

Avro Jso
n
Orjs

on

Pick
le4

Pick
le5

Prot
ob

uf

Rap
idJ

SO
N

106

107

108

109

T
im

e
(n

s)

Python 3.9

Ser.
Deser.

Avro Jso
n
Orjs

on

Pick
le4

Pick
le5

Prot
ob

uf

Rap
idJ

SO
N

106

107

108

109

Python 3.12

Figure 13: Serialization benchmark results for numeric-prevalent data types. Both
serialization (Ser.) and deserialization (Deser.) are reported. The vertical axis is
on a logarithmic scale, and times are expressed in nanoseconds.

moving data across any kind of mean is susceptible to damage (e.g. due to an
electromagnetic field) and to being observed by some third-party actor. Having
considered all these critical points, in the following paragraphs, we briefly outline
several high-level approaches to minimize the impact of communication on the
software throughput. These strategies are quite general, therefore they typically
apply to a vast majority of mainstream applications.

Data partitioning

The most basic approach to solve message limit issues is to partition our data
into multiple packets; then, each packet shall be sent separately on the channel
in a blocking fashion [124]. This approach is simple yet effective in most cases,
as it yields the desirable side-effect of inherently ordered delivered packets, thus
it’s trivial to reassemble the original message. Splitting the message into multiple
sequences of bytes and reassembling it on the other side of the pipe is typically
trivial to achieve, and most importantly scales linearly in terms of throughput.
However, we may observe an additional latency due to the repeated ACK awaiting
time [89], which could cause unexpected performance degradation if the message
is split into a considerable number of segments.



2.3 Data 65

Avro Jso
n
Orjs

on

Pick
le4

Pick
le5

Prot
ob

uf

Rap
idJ

SO
N

104

105

106

T
im

e
(n

s)

Python 3.9

Ser.
Deser.

Avro Jso
n
Orjs

on

Pick
le4

Pick
le5

Prot
ob

uf

Rap
idJ

SO
N

104

105

106

Python 3.12

Figure 14: Serialization benchmark results for text-prevalent data types. The
same remarks as Figure 14 hold for the plots in this image.

Multiplexed transport

A slight advancement with respect to the approach presented in the previous
paragraph, is to leverage a multiplexed transport for the delivery of a massive
message. We have already mentioned briefly the idea of multiplexing in Sec-
tion 2.2. Multiple packets could be sent concurrently and independently, letting
the transport layer manage the details. However, such an approach is not al-
ways possible: for instance, multiplexing was only introduced as part of HTTP/2,
while all HTTP/1-based technologies are left behind [32]. This solution does not
suffer from a systematic increased latency due to the ACK mechanics, but the re-
sponsibility of in-order delivery is delegated to the transport, which may or may
not provide it. For example, gRPC guarantees in-order delivery of asynchronous
streaming, unidirectional as well as bidirectional [61]. In the latter case, though,
there is no correlation between the delivery time of messages that do not share
the same source.

Compressing data

Data compression is a humongous topic by itself, and it is not among the objectives
of the present work to provide a complete overview of the matter. It is extensively
used in many software products as the basis for performant and reliable inter-
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process communication [124]. The high-level idea is to compress a sequence of
bytes, according to some algorithm which shall reduce the total number of bytes
while retaining the original information, and then to decompress it on the other
end of the pipe using the appropriate inverse algorithm. The wide family of
compression algorithms is typically divided into the two following categories:

• Lossy: applying these algorithms yields an adequately accurate reconstruc-
tion of the original sequence of bytes, usually with a controlled error rate;

• Lossless: they yield an identical reconstruction [16]. They typically leverage
the fact that all sequences of bytes contain some degree of redundancy.

We present a very simple lossless compression algorithm to fix the ideas. Given
a sequence of N bits (assuming N > 1), such sequence shall be collapsed to
a single i (i.e. i repeated only one time) if the sequence of bytes is equal to
i repeated N times. In all other cases, namely if the sequence is not a single
value repeating N times, the “compressed” form is identical to the original. This
compression algorithm yields a N−1

N compression rate in 2 out of 2N cases. This
naive example is also important to remark that all compression algorithms achieve
optimal performance only on a limited domain.
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3 Language interoperability in UCAP
After the theoretical discussion presented in Section 2, we now focus on the prac-
tical optimization of UCAP, leveraging the concepts discussed in the first part of
this work. As we anticipated in Section 1, and in particular in Section 1.5, UCAP
is considered a mission-critical software in the CERN controls system. For this rea-
son, enabling efficient usage of Python user-defined functions in UCAP to perform
transformations on acquired data is an important contribution from a practical
point of view, especially considering the steadily growing popularity of the frame-
work, and of Python as well, in the scientific computing ecosystem [43, 73, 138].
Moreover, we believe that the approach and the ideas developed in this work may
be of interest for future efforts in similar directions, due to the generality of the
requirements and the demand for similar architectures [87].

In the present section, we will first set the objective of the work in practical
terms, focusing in particular on the metrics that we intend to improve. This
will provide us with a concrete benchmark to showcase our results. In addition,
we will also give some insights about the organization of the practical phase of
the work, considering important deadlines as well as the number of changes that
were introduced in the codebase. Then, we will present our plan to achieve the
aforementioned objective, namely the software and architectural optimizations
that we decided to operate on UCAP. We will also compare the novel approach
with the previous one, highlighting the main differences and the strengths of our
proposal. Finally, we will present empirical results to substantiate the validity
of our statements, using meaningful metrics extracted from different snapshots of
UCAP running in a production-like environment.

3.1 Practical details

In the following paragraphs, as we mentioned earlier, we will define clearly the
practical objectives of the work. Moreover, we will also provide some details about
the implementation work, namely the amount of effort that was devoted to the
practical counterpart of the present document.

3.1.1 Objective definition

The high-level objective of this work in practical terms is to reduce the latency
of event processing in UCAP, for which we mean the time elapsed between the
arrival of an input and the emittance of the corresponding output. This is clearly
an extremely relevant metric for end users, who expect their results to be deliv-
ered with the least possible amount of latency. UCAP is frequently used to trigger
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Table 5: Operations involved in the execution of a Python user-defined function,
starting from the reception of the input.

Location Operation Implementation

I UCAP node (Java) Input serialization Jackson

II Transport Serialized input delivery HTTP/1.1

III
Python

Input deserialization JSON→dict
IV Transformation execution UDF
V Output serialization dict→JSON

VI Transport Serialized output delivery HTTP/1.1

VII UCAP node (Java) Output deserialization Jackson

operations or other computations in a cascade sequence in the control system of
the CERN accelerator complex, therefore reacting quickly is critical. So far the
general recommendation which was given to the CERN community was to employ
Python user-defined functions in UCAP only to leverage specific third-party li-
braries without equivalent alternatives in Java (e.g. PyTorch or Tensorflow), or to
fulfill non-critical use cases that did not require low-latency responses. And this
was not dictated by the alleged “inefficiency” of Python itself, but by a limitation
of the UCAP framework. This limitation has constrained the spreading of UCAP
in the CERN Python community. As we mentioned in Section 1, Python has
lately become the de-facto standard in the scientific community, therefore such a
limitation ought to be addressed.

In the case of Python user-defined function in UCAP, the latency is influenced
by the components listed in Table 5. This is basically the set of operations that are
needed to set up the input message to be delivered to the Python transformation
process, then used to generate an output, which shall then be packed and sent back
to the UCAP node. Note that in the current implementation of UCAP, operations
I-VII are performed serially, meaning that each step must wait for all the previous
ones to be completed [56]. We observed that the operations mentioned in Table 5
are the main drivers of the latency perceived by the users of the UCAP-Python
integration. Therefore, for the sake of simplicity, our definition of latency does not
take into account other UCAP components, even though they are on the critical
path. Their contribution to the global latency is negligible with respect to the
operations listed in the table, and they are driven by different dynamics which are
not relevant for the present work. For this reason, all the numeric results in the
present section will only take into account the longitudinal cut of UCAP related
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Figure 15: CERN accelerator restart schedule after 2023/2024 year-end technical
stop. Critical software for the control system is expected to be fully available
and stable since the first operational day of the first accelerator restarted (i.e.
LINAC4).

to cross-language interoperability.

3.1.2 Timeline and code changes

The initial design of the new UCAP-Python integration started in July 2023, with
a preliminary study of several serialization protocols for large numeric arrays. In
such a context multiple alternatives have been tested, like Protobuf, Avro, JSON,
and NumPy’s proprietary format npy. After the study, we conducted a technology
review to select the most appropriate third-party libraries to restructure the inter-
language communication infrastructure in UCAP. After this phase, we decided to
base our approach on Protobuf, gRPC, and NumPy. While the latter is not
necessarily related to on-wire communication, it is used as a compatibility layer
for bidirectional conversion from byte streams to typed arrays.

The high-level objective on which we agreed after the design phase included
a release date in early January 2024. This was driven by practical requirements:
in December and early January, CERN accelerators are generally not operational
due to maintenance work. This period is usually referred to as year-end technical
stop (YETS) [8]. Within this time window software can be upgraded without
causing any disruption to operators and researchers, since there is typically no
data to analyze. Indeed, YETS is generally exploited for tests on the machines
and software updates [63]. However, starting from January 22nd, the CERN
accelerator complex was scheduled to restart gradually, as shown in Figure 15.
Thus, no software updates exceeding such a deadline would have been possible,
until the subsequent technical stop in September 2024. This was particularly



3.2 Language interoperability improvements 70

Figure 16: The new implementation of the new UCAP-Python integration
was merged into the UCAP project in January 2024. It comprised 262 files
changed/added, which makes it one of the most important changes in the UCAP
framework since its inception.

compelling for UCAP, since it is considered a critical application for the CERN
control system. Due to the importance of the update to enable new use cases
to be tackled in UCAP with the assistance of the rich Python ecosystem, it was
decided to commit to such a deadline.

The implementation started in September 2023, and it required important
changes to the whole codebase. It touched both Java and Python code, for a
total of 15.000 lines of code changed or added. Considering the end-to-end imple-
mentation work, including code additions as well as testing, the practical phase
took about two months. The first working draft of the renovated UCAP-Python
integration was ready for the team-wide review in December 2023. In parallel,
we started testing the new UCAP-Python integration with several early-adopter
users, which confirmed the expected performance improvements, as well as the
stability of the new version. After several review iterations to assure quality and
robustness, all the changes proposed have been accepted and merged into the main
Git branch of the UCAP project (Figure 16). The deadline was fully respected,
and the large-scale deployment of the new version started the week before the
restart of LINAC4.

3.2 Language interoperability improvements

Following the plan presented at the beginning of Section 3, in the coming para-
graphs we will describe in detail the improvements applied to UCAP as part of
the present work. We divided the changes in three topics, the first two address-
ing explicitly the latency problems highlighted in previous sections, and the third
improving the monitoring infrastructure in UCAP to enable better measurements
at runtime.
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1 {
2 "parameterName" : "TST.NSOURCE1/BCT1137Aqn"
3 "context" : {
4 "acqStamp" : "1556539561425238525",
5 "cycleName" : "LN4.USER.MD1",
6 "cycleStamp" : "155659561150000000",
7 },
8 "data" : {
9 "values" : {

10 "intensity" : {
11 "doubleArray" : {
12 "doubles" : [ 0.570054365214917, -0.5145501148489071,
13 -0.569365030978513, -0.5693650309785132 ]
14 }
15 },
16 "currentLinacSingle" : {
17 "double" : -45.336858408856926
18 }
19 }
20 }
21 }

Listing 13: JSON example of UCAP input/output data.

3.2.1 Zero-copy binary message exchange

The first improvement concerns the format of the messages exchanged between the
UCAP node (Java) and the Python conversion process. As we briefly mentioned in
1.4 the previous implementation relied on JSON (see Section 2.3) to exchange text-
based messages between the two parties involved. Listing 13 displays a simplified
example: the object holds two values of type doubleArray and double, named
respectively intensity and currentLinacSingle. A serialized message of this
kind is quite simple to obtain by using standard tools like Python’s json module,
or Java’s Jackson library. Lists of numeric types are handled internally, as well as
maps of key/value pairs. This kind of format provides several benefits, specifically
those which we have already mentioned in Section 2.3. As a reminder, this kind
of format guarantees ease of interpretation for a human – which is handy at de-
bugging time, especially in a microservices-based environment like UCAP [103] –
and extensive tooling for any language in existence. However, as we anticipated in
Section 2.3, employing such a format in production may bring in several problems
mainly related to its construction and parsing. Indeed, JSON is quite verbose,
thus messages may travel significantly slower on the wire, and most importantly a
computer needs more time to serialize and deserialize them. The reader may refer
to the aforementioned section for more details. These problems manifest in par-
ticular when we intend to transmit large arrays, which is one of the most common
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1 message Data {
2 map<string, GenericArray> values = 1;
3 }
4 enum ArrayType {
5 BOOLEAN = 0; BYTE = 1; SHORT = 2; INT = 3;
6 LONG = 4; FLOAT = 5; DOUBLE = 6; STRING = 7;
7 }
8 message GenericArray {
9 bytes payload = 1;

10 ArrayType type = 2;
11 repeated int32 dimensions = 1;
12 }

Listing 14: Protobuf schema definition of UCAP input/output data values.

uses in UCAP and in data processing platforms in general. Generating JSON
documents requires extensive usage of string-concatenation, which happens to be
rather inefficient in languages with immutable string objects [110,155]. This is an
observation of particular concern since unnecessary copies are often designated as
the most critical performance issues in data transfer [112,136].

This is why we decided to switch to a different format that does not require
additional copies, namely a binary representation. Such a decision requires giving
up the possibility to visually inspect the serialized messages for debugging pur-
poses; however, we acknowledged that the advantages would largely overtake this
renouncement. Among the alternatives that we have considered in Section 2.3,
we selected Protobuf due to its extensive documentation and active community.
In Listing 14 we show a simplified definition of the body of an equivalent message
to that which we have shown in Listing 13. It essentially consists of a mapping
from string objects (i.e. keys) to GenericArray. Each possible value fits into
the definition of GenericArray, which is defined as shown in Table 6. How-
ever, the Protobuf representation shall be considered internal, what is usually
called implementation detail in software engineering, and should not be exposed
to end users. This encapsulation is mainly required to preserve backward com-

Table 6: Definition of the Protobuf type GenericArray, which represents any
numeric or string array including scalars.

Field name Type Definition

payload bytes Content of the array represented as bytes.
type ArrayType Type of the elements of the array.
dimensions int32[] Shape of the array.
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Table 7: Triplets of equivalent types in the Protobuf definition, Java and Python.
Python types are all defined in terms of NumPy’s dtypes.

ArrayType Java type NumPy type

BOOLEAN bool np.bool
BYTE byte np.int8
SHORT short np.int16
INT int np.int32
LONG long np.int64
FLOAT float np.float32
DOUBLE double np.float64

patibility of all pre-existing user-defined functions. Therefore, a conversion layer
is needed on both sides, Java and Python, to convert to and from the format
used on the wire [87]. In Table 7 we listed the equivalent triplets of types in all
three parties involved. A similar table is programmatically implemented both in
Java and Python to streamline the conversion. We decided not to use Protobuf
standard types as values of the field GenericArray#type because those values
cannot be used like an enum, thus we had to define our own. Moreover, we took
the important design decision to represent values as bytes fields, rather than
repeated float32, repeated int64, etc., because this would require defining
multiple message types, one for each supported value. The decision to separate
the content of the array from its type allowed for important simplifications in
the Python implementation of the conversion layer, since NumPy allows creating
arrays with parametrized types via the dtype parameter of the factory function
np.array() [65].

The conversion layer is the most critical part of the new architecture. With
JSON-based messages, the implementation was quite straightforward and involved
filling a dictionary of key/value pairs for all the values in the body of the message.
The generation of the actual JSON document could then be delegated to the li-
brary of choice, as we discussed above. However, the introduction of a binary
data format in the pipeline provides an important opportunity for performance
improvements. Indeed, most languages and libraries allow obtaining a byte rep-
resentation from an in-memory array. This means that we could in principle
replace the expensive string concatenation of the previous implementation with
a constant-time (or linear-time at most) reference assignment. In Table 8 we list
all available methods in Java and Python/NumPy for bidirectional conversion be-
tween a standard byte array (byte[]) and a buffer of bytes which can be assigned
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to a Protobuf bytesp field, in our case to GenericArray#payload. The trailing
column states whether the given operation requires a full copy of the object or
not. An additional copy operation may be quantified as an additional O(N) con-
tribution to the overall complexity of the operation, N being the length of the
array [28]. Copy-less operations, by contrast, contribute as O(1) terms, since they
are implemented as a simple reference assignment.

Efficient ND array representation

So far we have considered one-dimensional array structures. However, according
to the interface which is was agreed upon with initial UCAP stakeholders, devel-
opers of user-defined functions are allowed to employ multi-dimensional arrays.
This is mainly dictated by conventions for message data types set by CERN’s
internal data exchange software [6,39,90]. In the previous implementation of the
UCAP-Python integration, this additional requirement was implemented by flat-
tening the array (i.e. converting it to a 1D sequence) before serialization, and
then restoring the original shape after deserialization to present an appropriate
representation of the user. This resulted in two additional O(N) contributions to
the overall computational cost for the data exchange. The same process was repli-
cated in reverse, to deliver the output of user-defined functions to UCAP’s Java
main process [29]. By exchanging byte streams instead, and basing the language-
specific serialization/deserialization layers for Java and Python respectively on
java.nio.ByteBuffer and NumPy arrays, we provide a much more performant
implementation. NumPy provides a reshape() method, which computes a cheap
view on the array [65]. Internally, it consists of simple assignments of indexes and
strides, and the underlying buffer is untouched; therefore, reshape() is expected
to contribute as a O(1) term. By contrast, ByteBuffer does not provide a cheap
view mechanism, but its collective get() method is extremely optimized [110].
Indeed, the developers of the standard library were aware that this method may
be a rather CPU-intensive area of the code; thus, it was marked as a strong
candidate for JVM just-in-time compilation [44].

Differences between Java and Python implementations

Protobuf is a wide project, and its implementations in all supported languages
may be slightly different for what concerns implementation details, even though
they are fully equivalent in terms of functionalities. In a few cases this is driven by
the environment, like limitations of the language. Looking at Table 8 the reader
may spot two important discrepancies:

• Java does not allow copy-less conversion from Protobuf bytes to an array
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Table 8: Bidirectional conversion between byte arrays (byte[]) and Protobuf
bytesp objects. The subscript “p” in bytesp indicates that the object is a Pro-
tobuf bytes field.

Language Purpose Operation Copy

Java byte[] → bytesp ByteBuffer.wrap(byte[]) ×
bytesp → byte[] ByteBuffer.get(byte[]) X

Python/
NumPy

byte[] → memoryview np.ndarray.data ×
byte[] → bytesp np.ndarray.tobytes() X
bytesp → byte[] np.frombuffer(…) ×

of the primitive type byte (or any other Java numeric or string type). In
Python, this is implemented using NumPy’s frombuffer() function, which
returns an immutable NumPy array wrapping the buffer. In Java immutable
arrays do not exist (unless one looks into the Collections framework, and
is willing to accept the prohibitive performance penalties of boxing [110]),
therefore this could be considered a limitation of the language.

• NumPy’s ndarray provides two ways to obtain a buffer-like object, namely
np.ndarray.data (which returns a memoryview) and
np.ndarray.tobytes() (which returns a bytes object). The first is copy-
less and returns a mutable value, while the second makes a copy of the array
and returns an immutable object. Unfortunately, the Python implementa-
tion of Protobuf does not accept memoryview objects due to its mutability,
since any of the owners of the reference may still modify the buffer after
the assignment before the message is written to the wire, which would be
the cause of extremely nasty bugs. For this reason, our serialization layer
in Python makes an unnecessary copy of the array. This limitation does
not exist in Java, since the user is allowed to circumvent the problem using
the function UnsafeByteOperations.unsafeWrap(ByteBuffer). However,
we expect that a future version of Protobuf removes this constraint; the
discussion on this topic has started already, as we are going to mention in
Section 4.

Performance and size benchmark

Having treated the theoretical aspect of the novel serialization method proposed
as part of this work, we complete the discussion and the comparison with the for-
merly employed method with some brief measurements on two meaningful metrics.



3.2 Language interoperability improvements 76

102 103 104 105 106
10−4

10−2

100

102

Array Size

Se
co

nd
s

64-bit floats

Protobuf
JSON

102 103 104 105 106

Array Size

8-bit integers

Figure 17: Performance comparison of a message round trip (i.e. serialization/de-
serialization) implemented with Protobuf and JSON. We considered two data
types, for NumPy arrays of varying sizes. Both the horizontal and vertical axes
are on a logarithmic scale. In both cases the Protobuf-based approach outper-
forms the alternative, and small data types (right) are faster to process due to
the fewer number of bytes.

These metrics are representative of the performance that will be perceived by end
users as part of the global latency per message. The first is the time in seconds
it takes to complete a round trip, namely a full pipeline of serialization and de-
serialization; the second is the in-memory size of the serialized message. The
experiments aim to demonstrate the gains of the Protobuf-based approach in iso-
lation; we will report more thorough experiments in a production-like environment
in the coming sections. We consider a simplified case, namely the serialization
of a single array-like value. This is representative of the most problematic case
that shall be handled in UCAP, since other fields that may compose the message
(e.g. those listed in Listing 13) are trivial to include with negligible performance
degradation. For the sake of simplicity, we implemented the whole round trip in
Python, but the same experiment could be conducted on the Java version with
comparable results.

The first experiment is conducted as follows: given NumPy arrays of varying
size (we employ powers of 2 for simplicity), we measure the time it takes to serial-
ize each of them employing both the algorithm which is currently implemented in
UCAP, and that proposed in Section 3.2.1. The results are visualized in Figure 17.
The plot on the left of Figure 17 shows the results for arrays of 64-bit floating-
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Figure 18: Comparison of the serialized message size produced by both methods
considered, with two different data-types, for NumPy arrays of varying sizes. Both
the horizontal and vertical axes are on a logarithmic scale. The message size is
comparable in the floating-point case (left), while for small data types (right) the
Protobuf-based message is smaller by approximately one order of magnitude.

point values, visualized in seconds. The Protobuf-based method outperforms the
competitor consistently by approximately two orders of magnitude, which for the
largest array considered in the experiment makes a difference of 1 second against
100 seconds. In the plot on the right of Figure 17 we show the results of a bench-
mark that takes into account a smaller data type, namely an 8-bit integer, keeping
the same experimental structure. While the overall growth of both curves is quite
similar to the previous experiment, the plot uncovers an important characteristic
of the novel serialization/deserialization method proposed for UCAP. Indeed, the
Protobuf-based approach is sensitive to the size of the data type. In practice,
this means that employing a smaller data type provides a significant performance
improvement. This is somehow expected since manipulating fewer bits is sup-
posed to be more performant. However, this behavior did not manifest in the
JSON-based approach, due to the fact that the data type information was en-
tirely discarded in the internal representation. In the 8-bit case, we observe that
the Protobuf-based approach outperforms the competitor by approximately three
orders of magnitude.

In Figure 18 we compare the size of the message produced by both methods in
the same context as that which we described for Figure 17. The in-memory size of
generated messages is an extremely important metric to evaluate for serialization
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protocols, as it is the main driver of the transportation speed within a network.
This is something to take definitely into account, especially in the context of scal-
ability [87]. The experiment is conducted as follows: we first serialize each array
to Python objects (strings for JSON, and bytes for Protobuf); then, we measure
its in-memory size with Python’s standard sys.getsizeof. While measuring the
size of a sequence of bytes does not need much discussion, there is more uncer-
tainty in the case of JSON messages. The main question basically concerns the
encoding employed to create the string, as this is a critical factor for the message
size. Python uses UTF-8 strings by default [155, 160], unless there is a specific
need for a different encoding. For instance, the user may enforce a specific one for
compatibility with another service. In UCAP, all parties implicitly agree on using
UTF-8, therefore we conducted the experiment using such encoding. UTF-8 is a
variable-width encoding which enables some optimization by itself, especially if
the string does not contain exotic characters. Moreover, all numbers are encoded
as strings, thus they only take the exact number of “characters” which they actu-
ally need. On the contrary, byte streams require a fixed amount of bits for each
item. Therefore we may expect to observe some balance between the two strate-
gies. Indeed, this is the case in the plot on the left side of Figure 18: JSON-based
and Protobuf-based messages occupy approximately the same amount of space
in memory. One should also take into account that the well-known verbosity of
the JSON format does not impact significantly the case under examination, since
the number of fields in the object is constant in the plot. Therefore, for large
numbers, the size of the message is dominated by the sole encoding of the array,
rather than inter-field punctuation. However, the results in the case of cheaper
data types like 8-bit integers (right side of Figure 18) testify that using byte-based
formats is in general much cheaper. The advantages obtained by leveraging UTF-
8 optimizations are negligible with respect to a reduction of an 8x factor of the
number of bits for each element.

Extending the approach

The serialization approach presented in this section is easily extendable to other
languages. In the current implementation, the method is used to achieve Java-
Python communication; however, the code is already in place to implement Java-
Java communication. This will be the base for future improvements of UCAP,
which we are going to mention also in Section 4. Moreover, support for a new
programming language would be effortless to introduce, since the theoretical foun-
dation is already laid out. This is of course conditioned to whether such language
is supported by Protobuf or not. As of early 2024, the framework officially sup-
ports C++, C#, Dart, Go, Java, Kotlin, and Python [59].
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Related work

The approach presented in the last few paragraphs shares similar ideas with the
implementation of pickle 5th protocol [121]. pickle is Python’s standard seri-
alization/deserialization module. It is the base for popular Python modules like
multiprocessing (Python’s built-in concurrency library) and Dask (distributed
linear algebra), which rely on it to represent in-memory Python objects to be
shared between parallel workers [7]. The idea of pickle 5 is quite similar to that
which we have outlined in the previous paragraph, namely passing a reference to
the serialization engine a reference – rather than a full copy – pointing towards a
view of in-memory data. The same concept has spread in other projects requiring
efficient serialization/deserialization of objects supporting the Python buffer pro-
tocol [167], like Apache Arrow [120]. We could not use pickle as the base for our
serialization layer (Python-side) because the pickle format is not compatible with
the transport layer that we decided to use (gRPC), and most importantly there
is no equivalent deserializer in Java. A peculiarity of pickle 5 is that serializing
a buffer-like object and deserializing it in the same process will provide an object
pointing to the same memory location as the original one. This feature is not
required in UCAP, since serialization and deserialization will always occur in two
different languages. Developers of Dask considered opportunistic compression as
part of the serialization depending on the specific use-case [7], which is something
we may introduce as well in UCAP in case we observe the emergence of use cases
with extremely large-scale datasets.

3.2.2 Pipelined asynchronous UDF execution

As we outlined in Section 1.4, the current implementation of the UCAP-Python
integration relies on fully blocking interoperation with a dedicated Python in-
terpreter process that handles the user-defined function it is associated with. In
other words, all the operations listed in Table 5 must be completed sequentially
before the next input can be processed. This design choice is critical as it enables
achieving the following requirements:

• Outputs must be delivered in order, as agreed with end users of UCAP;

• User-defined functions should receive inputs in order, to avoid a non-deterministic
state in stateful functions. Ideally, the state should be reproducible uniquely
by replaying all past inputs, similar to implementations of the event sourcing
architectural pattern [87].

The goal of the work presented in this chapter is to enable multiplexed delivery
of inputs/outputs by leveraging the HTTP/2 protocol [32], and to parallelize



3.2 Language interoperability improvements 80

message exchange with the execution of Python user code, following the ideas
presented in Section 2.1.4).

We divided the discussion into three paragraphs to split the topics according
to the UCAP domain they belong to. In the first paragraph, we will present the
gRPC service definition, which is the central driver of the subsequent language-
specific implementations; we will then discuss the changes required in the Java-
based side of UCAP, namely that which is responsible for acquiring inputs and
orchestrating the execution of user-defined functions; finally, we will briefly present
the new implementation of the Python transformation server, according to the
gRPC service definition which we mentioned earlier.

Cross-language interoperability protocol

The new implementation of the UCAP-Python integration employs gRPC – a
mature open-source framework developed by Google Inc. – for the communication
between Java and Python. gRPC sits on HTTP/2 for the transport and on
Protobuf for the serialization of messages [61]. We discussed message-passing
IPC with more details in Section 2.2.2. For what concerns this section, gRPC
replaces the previous fully-blocking communication via blocking HTTP calls. The
interaction modality between client and server – which in our case are respectively
the UCAP master process and the Python transformation process – is dictated by
a proto file named service definition. The service definition defines all available
RPCs for a given service, including the arguments and the returned value. A
simplified version of our service definition is displayed in Listing 15. The definition
translates in simple words to the following protocol: a UCAP master process may
initiate a convert RPC by opening a stream of Data representing a potentially
infinite sequence of input values. The server is expected to pick up inputs from
this stream in order and to reply to each of them with the corresponding output
of the user-defined function. The two streams are fully independent, in the sense
that gRPC does not enforce any relation between any pair of of input and output.

1 service ConversionService {
2 rpc convert(stream Data) returns (stream Data);
3 rpc metrics(google.protobuf.Empty) returns(stream MetricsMsg);
4 }

Listing 15: Simplified gRPC service definition for UCAP-Python integration. The
convert RPC is responsible for triggering an execution of the appropriate user-
defined function, while metrics initiates a request to continuously pull metrics
values from the server (see Section 3.2.3
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Figure 19: Expected appearance of the UCAP input/output flow, outputs should
respect the absolute order imposed by input acquisition. The same behavior
should be respected by the new implementation of the UCAP-Python integration.

The only guarantee provided by gRPC bidirectional streaming is that messages
on a given stream are delivered in order [61]. It is then up to the client and
server to enforce the order of outputs to reflect the order of inputs. The expected
situation is described schematically in Figure 19. To summarize, the important
paradigm change we introduced in UCAP is that the communication with the
Python process is now implemented by two independent streams of data. The
way each of these streams is managed is the topic of the next two paragraphs.

Transformations orchestration and in-order results collection

Transformation orchestration is the mechanism of the UCAP master process that
extracts an acquired input from the in-memory queue and delivers it to the appro-
priate Python process for the execution of the user-defined function. The previous
implementation was quite straightforward: a given work item could be scheduled
for transformation either upon arrival – if the corresponding user-defined function
was being idle – or just after processing the previous input. While this approach
is quite robust, it leaves evident room for performance improvements. Instead, in
the new implementation we allow a configurable number of work items to be in-
flight at the same time, meaning that they are anywhere in the execution pipeline
(input serialization, user-defined function execution or network channel). Since
new work items are acquired in a multi-threaded context, an appropriate syn-
chronization mechanism is needed to make sure that no more in-flight work items
than the maximum allowed are scheduled for execution at the same time. This is
guaranteed in our implementation by the use of Semaphore, a common synchro-
nization primitive which is provided by Java’s standard concurrency library (for
more details see Appendix B) [56, 110]. Each transformation channel receives a
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Figure 20: Example diagram of the pipelined execution of UCAP-Python trans-
formations. Each row represents the pipeline configuration in a different instant.
To simplify the schema we assume all steps have the same duration. The maxi-
mum number of in-flight work items is 3. Steps are taken from Table 5.

dedicated semaphore, which is initialized with a number of permits equal to the
maximum number of in-flight work items. It is important to enforce this limit,
since as we are going to see in a few paragraphs it is not guaranteed to observe
a throughput improvement by allowing more work items to be processed at the
same time. Moreover, having many in-flight work items would increase signifi-
cantly the contention on the multiplexed HTTP channel, which eventually could
even damage the throughput [32,61]. The main reason for introducing the possi-
bility of treating more work items in parallel is the exploitation of pipelining (see
Section 2.1.4). Indeed, we may hide the cost of exchanging the next input value
on the network behind the cost of running a user-defined function for the previous
input, with a consequent increase in the throughput. The situation is described
with an example in Figure 20.

Python UDF execution

The implementation of the Python gRPC server is quite simple, as the RPC
is executed on a single thread. The method implementing the convert RPC
receives an iterator which it should iterate on to get the new available inputs
coming through the stream. It should then deserialize the input, execute the
user-defined function, and finally serialize the output. The value is then injected
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Table 9: Assumptions taken during the design of the UCAP threading model,
with the corresponding motivation. By “(de)serialization takes the same amount
of time” we mean the duration of the operation is the same both on Java and
Python.

Domain Assumption Motivation

Channel Communication takes equal
time in both directions.

UDFs generally return values with
comparable size to the input.

Python/
Java

Serialization takes the same
amount of time. Protobuf is used in both domains.

Deserialization takes the
same amount of time. Protobuf is used in both domains.

Serializations takes twice the
time taken by deserialization. Empirical observations.

into the output stream via the yield keyword. A simplified version is shown in
Listing 16.

Synthetic performance benchmark

In order to predict the possible performance gains achieved by the introduction
of the ideas presented in the last few paragraphs, we implemented a simplified
model representing UCAP transformation scheduling and cross-language commu-
nication. The model is implemented in Java, due to the the extensive usage of
threads we made to simulate faithfully the UCAP threading model. Python was
not an alternative due to the Global Interpreter Lock (GIL) [155]. Note that the

1 async def convert(
2 self,
3 request_iterator: AsyncIterator[Data],
4 context: grpc.aio.ServicerContext,
5 ):
6 async for request in request_iterator:
7 input_value = deserialize(request)
8 output_value = user_defined_function(input_value)
9 yield serialize(output_value)

Listing 16: Simplified implementation of the gRPC endpoint in UCAP-Python
which handles the execution of the user-defined function upon acquisition of an
input.
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Table 10: Components of the UCAP threading model, with the corresponding
tasks to be performed for each run.

Component Steps

Input
producer

Produce a new work item
Append the item to the input queue

Input
consumer

Extract a work item from the input queue
Serialize the work item
Send the serialized message via Communication channel

Communica-
tion channel

Deliver the message
Trigger message consumer (Python executor/Output receiver)

Python
executor

Deserialize input
Execute UDF
Serialize output
Send the serialized message via Communication channel

Output
receiver

Deserialize output
Schedule Input consumer

model has the sole purpose of predicting the throughput, but it is very general
and is not based on any UCAP or CERN-specific information. The model is also
based on the simplifying assumptions listed in Table 9, which aim at making it
easier to experiment with while keeping it as realistic as possible.

The components of the threading model are listed in Table 10, the reader
may notice that these are the same players that we have already mentioned in
Table 5. The details about the Java implementation of each component are listed
in Table 11. Note that we dedicated only one thread for the Python executor. This
is driven by the gRPC threading model [61]: each incoming request is handled
by a single thread from its arrival to the serialization of the response. This
poses a serious limitation to the parallelization of communication and execution
of user-defined functions, as the Python executor becomes effectively a bottleneck.
It is generally possible to mitigate this limitation by leveraging pipelining [62],
provided that the duration of the bottleneck step is similar to the duration of all
the other steps.

In our case, the bottleneck step amounts to 1.5 serializations, plus the user-
defined function execution, keeping in mind our simplifying assumptions. We take
as a reference an array of 16384 64-bit floating-point items, whose in-memory size
amounts to exactly 1 Megabyte. According to the measurements we presented
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Table 11: Implementation in Java of the components of the UCAP threading
model listed in Table 10.

Component java.util.concurrent.Executor N. threads

Input producer newScheduledThreadPool 1
Input consumer newFixedThreadPool Parameter
Communication channel newFixedThreadPool Parameter
Python executor newSingleThreadExecutor 1
Output receiver newCachedThreadPool n/a

in Figure 17, a round-trip (serialization and deserialization) takes approximately
0.9 milliseconds, thus we estimate serialization to take 0.6 milliseconds and de-
serialization to account for the residual 0.3 milliseconds. According to gRPC
benchmarks, sending 1 Megabyte back and forth between a client and a server
located in the same host takes approximately 6 milliseconds in total [128]; for this
reason, we estimate 3 milliseconds for each step on the communication channel.
We consider a fixed message arrival interval of 10 milliseconds, and we average
the measurements on 20 input/output pairs. The throughput results (in outputs
produced per second) for this case are displayed on the left side of Figure 21. It
is quite evident that introducing more input parallelism (i.e. the ideas discussed
a few paragraphs above) pays off only when stepping from 1 to 2 workers. All
further steps do not improve the results by an appreciable amount. This happens
because the pipeline includes a long single-threaded step in the Python executor,
which for most values considered for the duration of the user-defined function
dominates the other steps in terms of execution time, thus damaging the pipeline
throughput. The situation is much more balanced if we consider a slow network
that takes longer to deliver 1 Megabyte messages, for instance 40 milliseconds.
This might be the case for example if the UCAP master process and the Python
executor lived in two different data centers at a distance of several hundred kilo-
meters [33]. This second case is depicted on the right side of Figure 21: the
benefits of increasing input parallelism are much more noticeable in this setting.
In most of the cases considered, spawning 4 or 5 parallel workers to handle in-
puts enables reducing latency per message by as much as 80%. In general, one
should analyze the specific use case and obtain some relevant numbers to infer
the appropriate spot in the grid. This is indeed a well-known best practice in the
design of distributed systems [87]. Introducing input parallelism increases slightly
the code complexity, which in the long term may even affect its evolution rate if
the component is perceived as too obscure. If the situation under examination
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Figure 21: Overall latency per message (time elapsed between input acquisition
and output publication), considering input messages of 1 Megabyte emitted every
10 milliseconds, on a channel that takes 3 (left) and 40 (right) milliseconds to send
1 Megabyte (one way) with serialization and deserialization time which amount
respectively to 0.6 and 0.3 milliseconds. The duration of the execution of the
user-defined function and the maximum number of in-flight work items vary.

was that depicted by the left side of Figure 21, a development team could even
reconsider introducing the change in the codebase; the most obvious choice would
be to simplify the implementation to always allow only a single level of paral-
lelism. On the contrary, the case depicted on the right side justifies the additional
maintenance effort thanks to the improved throughput.

3.2.3 Monitoring infrastructure

Monitoring is only marginal to the work presented in the present document, since
it does not directly affect the performance of the software. Nonetheless, it is
common knowledge that putting in place a granular metrics coverage is critical
in complex software for several reasons [93]. First of all, monitoring may assist
in spotting bugs: for example, UCAP internal components expose metrics that
enable computing the number of inputs that are lost in the processing pipeline,
e.g. because a Python transformation process did not reply after some deadline.
Secondly, metrics are useful to discover performance bottlenecks that may affect
the overall throughput: for instance, an undersized blocking queue, or an under-
resourced thread pool executor. Finally, metrics are often used to verify whether
the software is misbehaving, and if a human should be alerted to inspect the
problem [153]. We will discuss the topic of observability and its role in enterprise
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software with more details in Appendix A. We will also rely on monitoring to
evaluate the improvements we have introduced in the UCAP-Python integration.
Monitoring is more suitable than synthetic experiments for such purpose, since
enterprise software contains generally much more components than those which
are the target of the measurement. These components have an important impact
at runtime and may disrupt completely the performance that may be promised
by canned experiments [87]. For this reason, a realistic production-like set of
experiments is needed to estimate the real new performance of a system after an
important update.

UCAP is a complex software, and its distributed nature (see Section 1.4)
makes monitoring even more critical than it is for standard client-server applica-
tions [87, 114]. For this reason, each UCAP node exposes more than 300 basic
metrics to enable gathering insights about its runtime behavior [29]. In addition,
dedicated metrics are exposed for each input source (i.e. health of the source,
number of inputs emitted, timestamp associated with the last emitted value),
and each UCAP user-defined function (i.e. average execution time, number of
user code errors detected). This infrastructure is extremely valuable and provides
a pervasive safety net for discovering production threats as fast as possible. How-
ever, the former implementation – which was based on JMX (see Appendix A) –
turned out to be extremely costly in terms of runtime resources. A single metrics
scrape – namely a query to the software to retrieve all exposed metrics – used
to take a few tens of seconds in the worst case. This turned out to be way too
long on several occasions, even resulting in false positive alarms for productional
UCAP instances. Moreover, each scrape used to impact significantly the software
runtime in terms of CPU usage, garbage collector behavior, and heap memory
usage.

In the following paragraphs, we will briefly discuss the changes we have oper-
ated in UCAP to improve metrics acquisition. Our enhancements enabled more
fine-grained metrics updates by making it feasible to scrape metrics several times
per minute. This is critical for the following of our work, in order to enable the
collection of more precise results during experiments aimed at evaluating the new
UCAP-Python architecture. Then, we are going to present several metrics that
we believe to be good indicators of the performance of cross-language interoper-
ability in UCAP. In Section 3.3 we are going to present some numbers related to
these metrics.

Metrics exposure strategy

As we mentioned in the introduction to Section 3.2.3, UCAP used to expose sev-
eral metrics before the beginning of our work. These metrics aimed in particular at
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monitoring the number of active transformations and incoming events. However,
the internal collection and exposure were based on Java Management Extensions
(JMX) (see Appendix A). This technical choice, which is quite practical and popu-
lar, has several important drawbacks (see also Appendix A). To summarize, JMX
makes retrospective analysis with standard tools (e.g. PromQL) much harder
to perform, especially when the objective is to aggregate multiple metrics of the
same kind. For instance, summing the count of outputs emitted by all Python
transformations deployed on a particular UCAP instance was implemented by
manually aggregating the relevant intermediate results, rather than following the
standard approach of summing tagged contributions in the Prometheus server.
This increases the number of metrics exposed, the memory footprint, and most
importantly the code complexity. Moreover, each metrics scrape – namely the
collection of all metrics in a given instance of the software [93] – is most likely
going to require an important amount of time to be completed, thus making the
collection of granular metrics at short intervals unfeasible.

Ideally, metrics should be collected at intervals that could be considered “rea-
sonable” according to the change we may expect to observe. In the context of
our renovation, we set the goal of a 10 seconds period between each scrape, which
is also adopted by software similar to UCAP [163]. In order to solve all the
problems mentioned above and achieve our scraping goal, we decided to replace
a huge portion of our JMX metrics with meters from the standard framework
Micrometer [72]. We focused in particular on the dynamic ones, meaning that
they are expected to change frequently. This required replacing all exposed JMX
endpoints with Micrometer meters of an adequate type (either gauge, timer, or
counter), and reviewing all metrics to identify those which may be dropped in
favor of more standard tools (e.g. like aggregation on the metrics server via
PromQL).

Heap memory usage

The amount of heap memory used by a Java application is in general the sum of
all objects allocated since the JVM start-up, minus those that have already been
collected by the garbage collector [44]. Allowing a certain software to operate on
high memory usage may be problematic for several reasons. First of all, it may
be a symptom of a memory leak, or, even worse, the constantly high memory
usage could hide a memory leak, which could manifest as a catastrophic JVM
failure at any time [106]. Secondly, requiring an important amount of memory
to be allocated for a single application may be constraining from a deployment
point of view. This is particularly problematic if the software is deployed on bare
metal machines, in a multi-residency setup with other applications: allocating
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enough memory for all parties may pose an important problem that requires non-
conventional sub-optimal solutions [125]. At the time of writing this document,
UCAP is indeed following this pattern (see Section 1.4 for more details).

We observed memory problems quite frequently at runtime with the previ-
ous implementation of the UCAP-Python integration. We expect the amount of
memory used to be tightly coupled with the size of the messages being treated;
however, we frequently experienced situations that escaped this pattern. This was
caused by the important amount of intermediate objects allocated during serial-
ization and deserialization, like JSON documents or intermediate string arrays
(see also Section 3.2.1). The temporary solution which was frequently adopted,
following a discussion with the user to understand the situation, consisted of rais-
ing the amount of heap memory that the JVM was allowed to use (via the startup
parameters Xms and Xmx [110]). We expect to observe a much more stable behav-
ior after the improvements presented in this work, and most importantly a lighter
requirement for human interaction with operational UCAP instances.

Metrics about heap memory usage are available via simple calls to Java’s
Runtime facility (e.g. Runtime.totalMemory()). However, it is quite uncom-
mon to extract these values directly, since many tools exist which provide better
insights and aggregation over time. For example, Micrometer provides default
registries that collect extensive information about the status of the JVM [72].
Similarly, direct JVM inspection tools (e.g. VisualVM, JProfiler) provide inter-
active views to monitor the status of the software at runtime, which is less useful
to collect and analyze metrics but is extremely valuable to investigate malfunc-
tionings in specific instances.

Queue residency

The duration of the round trip between Java and Python processes in UCAP
accounts for an important portion of the latency. However, the waiting time for
an input received but not yet processed is at least as important. In a situation of
high load on the UCAP node, the input queue for a given transformation may be
overloaded with messages to be processed. In such cases, the user will experience
for each request a response time which comprises also the processing time for each
previously received input not yet processed at the reception instant. This is due
to the serial nature of UCAP transformation, which is driven by their statefulness
as we discussed in Section 1.4. This design is quite fragile and requires careful
optimization of all layers in order to guarantee production efficiency. For example,
the occurrence of the so-called head-of-line blocking, namely a slow request that
blocks the entire queue, might be catastrophic in terms of response time for all
inputs waiting to be processed [87]. Analyzing the residency time in the input
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queue is important to understand the impact of old inputs on the response time
for the new ones.

Response time

In the context of the UCAP-Python integration, the response time is the time it
takes to generate the output for a given input. This comprises all the steps listed
in Table 5. Response time is the main metric that we aimed to optimize in the
present work. Moreover, response time influences queue residency in a cascading
effect; thus, any improvement on this front has an important impact on the whole
framework.

3.2.4 Discarded designs

During the process of optimizing the UCAP-Python integration, we considered
several alternatives. Each design involved varying degrees of architectural changes
and different technologies, but not all of them could be accepted as we are going
to motivate in a few lines. In the coming paragraphs, we will briefly present
the most relevant alternatives in our idea portfolio, discussing in particular the
reasoning which made us discard them in the final design.

Disk-based message exchange

The first option that we have considered involved sending all “simple” types (i.e.
scalar numeric values, strings, booleans) using the usual JSON format via some
variant of the HTTP protocol (either HTTP/1.1 or HTTP/2), and storing array-
like types in some local directory shared to both the UCAP node Java process and
the Python transformation process. The format should have been shared by both
parties involved. The prominent option in this case would have been NumPy’s
npy format [65], due to its extensive documentation and easy portability. A
simple serializer/deserializer could have been written in Java to bridge the gap
on that side, while standard NumPy could have done the work on the other.
This strategy could have provided an opportunity to implement retry strategies
in an easy fashion, without relying on internal implementation details from a
third-party library.

Disk-based message exchange was ruled out due to several shortcomings. First
of all, persisting arrays on disk is quite inefficient with respect to network calls,
especially if the two processes live in the same machine or in the same subnet
[33]. Second, among the ideas for the future evolution of UCAP, one of those
in closest proximity is the removal of the restriction that requires the UCAP
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master process and Python conversion processes to live in the same machine.
In the current architecture, no shortstoppers are preventing the achievement of
such a goal, but writing data to a local directory would have been a step in
the wrong direction in this sense. One could write data in an NFS directory,
but the performance penalties would have been quite important. To summarize,
the problems outnumbered the advantages, which in turn felt easily achievable
(without reinventing the wheel) with more standard approaches.

Broker-based message exchange

Another option, which we discussed already in Section 2.2, is to introduce a broker
between the node and all its Python transformation processes. This could have
simplified message delivery between the event producer and the consumer. Most
importantly, it would have reduced coupling between the parties as we discussed
previously, thus allowing an independent microservices-like lifecycle. The broker
could accumulate messages that arrived while one of the parties is down, and
replay them at the first suitable moment. A good candidate technology could
have been Redis [24], since it allows keeping all data in memory, which could have
been enough considering the ephemeral nature of UCAP inputs and outputs [87].
This alternative was abandoned due to the additional network hop required to
communicate with the broker, which was not acceptable for low-latency use cases
that UCAP aims to support. Also, this would have complicated the deployment
structure of the project, due to the additional number of services to be started
and monitored in production.

Pure Python UCAP distribution

Due to the popularity of UCAP among CERN control system operators, it was
proposed several times in the past to develop a minimal copy in pure Python to
support the baseline features needed to employ Python user-defined functions.
Unofficial pure-Python portings were built for specific portions of UCAP (like
event building) to enable in particular easier testing in isolation, but these efforts
were never targeting the delivery of a production-ready product. A complete
port would generate new problems which may be quite problematic to deal with,
in particular from a maintainability point of view. The first point concerns the
additional development effort required by the introduction of a brand-new product
fully independent from the original one. Any important feature would require
twice as much work to reach the production environment. This was already done
in the past for several products at CERN, but this proved to be quite cumbersome
and difficult to maintain in the long term [90]. In addition, UCAP is built upon
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important internal Java libraries (JAPC and RDA3, see Section 1) for which
valid alternatives do not exist in Python. Other teams at CERN are providing
products that allow calling these libraries from a Python interpreter [43,102], but
they are considered not suitable to be used as the base for highly multithreaded
applications like UCAP.

Tool-powered polyglotism

We considered a somewhat hybrid approach between the current infrastructure
and that proposed in the previous paragraph. The idea is to run all Java libraries
in a JVM, and call functions from within such JVM (for instance to poll the latest
input) using some third-party tool like Py4j (see also Section 1.3). This is a similar
approach to what Apache Spark does [4]. The most prominent problem in this
case is that the Python process must have full ownership of the JVM it attaches to,
therefore it cannot be shared among multiple Python transformation processes.
This would have been quite an important shift from the previous architecture,
which would have required massive redeployment campaigns and refactoring of
all existing tooling. Moreover, the general feeling about this flavor of language
interoperability is that any future version of either the JVM, the JDK, or the
Python interpreter could break the whole system, thus leaving the software in an
undesirable spot.

LMAX Disruptor

The LMAX disruptor is an open-source high-performance in-memory queue de-
signed for low-latency applications. It leverages several strategies to overcome
the prohibitive cost of locking in multithreaded environments, and to minimize
general performance issues that are common to all queue implementations [47].
From a practical point of view, it provides an interface that is similar to that
of a standard thread-safe queue for producer/consumer problems (see also Ap-
pendix C). However, it annihilates the inherent costs of using a queue and is
usually the go-to solution for highly parallel short-lived workflows [148]. LMAX
Disruptor is already employed at CERN, in an internal library for managing
beamline settings [52]. We considered this option thoroughly, as a replacement
for the standard Java ArrayBlockingQueue which we use to hold input messages
before they are processed in transformations, and we decided not to adopt it.
We observed that the majority of our latency problems are due to cross-language
communication and user-defined function execution. Contention problems in the
ArrayBlockingQueue are negligible with respect to the other components, thus
making the adoption of the LMAX Disruptor almost irrelevant for UCAP in terms
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of performance. As a side note, LMAX Disruptor is based on Java’s Unsafe fea-
tures [97]; while one should generally not be too concerned – most of the Unsage
features employed in the Disruptor target more efficient array indexing and vari-
able Compare-And-Swap (CAS) – it is preferable to avoid adding such dependen-
cies to the classpath unless there are strong motivations to do so.

Distributed cache

The introduction of a distributed caches is a standard approach to increase the
throughput for workloads that require CPU-bound or memory-bound computa-
tions triggered by specific inputs on a distributed herd of servers [87]. Indeed,
as we discussed in Section 2.2.2, it is common practice in nowadays Software
Engineering to deploy redundant instances of an application; this enables fault
tolerance in case of unforeseen failures, and load balancing in situations of high
inflow. The main downside of such an approach is that any local cache (e.g. an
internal HashMap for a specific REST controller) is simply not enough to cache
the results of heavy workloads, as one would ideally share them among all in-
stances. A distributed cache could be modeled quite generally as a key/value
store reachable by multiple servers which are part of the same application, and
which retains previously computed pairs to avoid unneeded computations. In the
context of a distributed CRUD application, for instance, one could store the re-
sults of complex queries to offload the shared database [119]. The market offers
several open-source alternatives, like Apache Ignite [165], Redis [24] and mem-
cached [45]. Similar approaches are already used at CERN, due to the importance
of low-latency applications for the accelerators control system [94]. However, we
considered the following problems:

• User-defined functions are in general stateful, which means that future re-
sults depend both on the current input and on the past history. While we
could restrict caching to stateless workflows only, there is no general way
to determine whether a given user-defined function is stateless or not. We
could ask users to specify this characteristic at deployment time, but this
would be quite cumbersome to manage and would pose an operational issue
if the provided information turns out to be incorrect.

• In order to enable distributed caching, the whole possible input domain
should be easily comparable for equality, thus allowing locating quickly the
result of previous equivalent computations. While this is extremely efficient
for integers and strings, thanks for instance to hash-based algorithms [87],
it becomes quite complex when floating-point numbers are involved [58].
Comparing floating-point numbers bit-by-bit is inefficient – especially when
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the input is composed of huge arrays of doubles – and it is most likely
not what one would like to do. Floating-point numbers that differ only by
a small multiple of the machine precision should probably be accounted
as equal for caching; otherwise, we would end up with an architecture that
generates a huge amount of cache misses, thus invalidating any performance
gain.

Therefore, we decided not to introduce a distributed cache in UCAP as part of
this work. Our workflows present characteristics that make them unsuitable for
caching, and the approach has inherent performance and development costs by
itself. These additional overheads are not justified by the possible performance
gains we expect to observe.

RDMA-based communication

We have presented briefly the key concepts of RDMA in Section 2.2. Indeed,
we took the technology under consideration for the new design of the UCAP-
Python integration. As a reminder, RDMA allows establishing a persistent chan-
nel between two parties, and leveraging it for buffer-less communication avoiding
redundant copies [127]. This typically improves end-to-end latency, as well as
general CPU utilization due to the reduced number of operations. However, we
decided not to proceed further, even though it looked promising from a theoretical
point of view. RDMA does not have the flexibility that we needed, in particular
since UCAP poses no strict boundary on the size of exchanged messages, and this
could deteriorate the throughput in the long term [49]. Moreover, the current
third-party tooling for Java, and most importantly for multi-language deploy-
ments, is still missing a candidate technology with clear strategies for long-term
support [104]. These considerations made us decide against leveraging RDMA for
the UCAP-Python integration.

3.3 Results

The computational optimizations, whose theoretical aspects we discussed in the
previous paragraphs, have been implemented in UCAP and are an integral part
of the present work. We briefly outlined the work organization in Section 3.1. In
Section 3.2, for each foundational improvement we discussed, we have also pre-
sented a synthetic benchmark to motivate the change. However, these benchmarks
are somewhat biased by design, since they do not consider the full environment
in which UCAP is submerged. This is particularly important for data-intensive
software, as it is easy to misinterpret the results of microbenchmarks, and observe
significantly different results in production [87]. In the present section, we will
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Table 12: Release of the Python software dependencies in the experimental envi-
ronment which we set up for Section 3.3. The last two columns tell whether the
software is used either in the legacy release of UCAP, or for the new implemen-
tation bundling our improvements, or in both.

Software Version Released Legacy Latest

Python 3.9.7 Aug. 2021 X X
grpc-io 1.59.3 Nov. 2023 × X
protobuf 4.25.1 Nov. 2023 × X
Flask 1.1.2 Apr. 2020 X ×
Werkzeug 2.0.3 Feb. 2022 X ×
requests 2.25.0 Nov. 2020 X ×

present and analyze the values of several metrics – which we discussed already in
Section 3.2.3 – that testify to the quality of the improvements introduced in the
present work. This will serve both to certify the quality of the theoretical ideas
we presented, and most importantly as a future reference for UCAP users about
the expected performance of the Python integration.

Experimental setup

The base UCAP version that we used for the experiments presented in this section
is 3.4.9, released on December 8, 2023. The Python software it relies on is listed
in Table 12; the Java software is listed in Table 13. Several third-party libraries
may be quite outdated (e.g. Spring Boot and Flask) for stability and compatibility
reasons. However, we kept the baseline group of common dependencies on the
same version for both the legacy and the new implementation to avoid introducing
differences in the environment. The garbage collector that we configured for the
JVMs is G1 [110], which is generally used for all Java software at CERN. Each
JVM running a UCAP node was assigned a maximum heap space of 16 Gigabytes,
in order to guarantee that no crashes would occur during the experimental phase
due to out-of-memory problems. We had to choose a threshold so high because we
wanted to test the response of the framework in situations of high pressure with
large input values, and the serialization inefficiency of the legacy UCAP-Python
implementation caused problems multiple times. The new implementation does
not require this amount of memory; however, we wanted to test the two legacy
and the new version of UCAP in an equivalent environment.
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Table 13: Release of the main Java software dependencies in the experimental
environment.

Software Version Released Legacy Latest

OpenJDK (64-bit) 11.0.21 Oct. 2023 X X
Spring Boot family 2.7.3 Aug. 2022 X X
jackson-core 2.14.1 Nov. 2022 X X
micrometer-core 1.11.5 Oct. 2023 X X
japc 7.15.2 Dec. 2023 X X
grpc-core 1.59.1 Nov. 2023 × X
grpc-netty-shaded 1.59.1 Nov. 2023 × X
protobuf-java 3.25.1 Nov. 2023 × X
apache-httpclient 4.5.13 Oct. 2020 X ×

Heap memory usage

As we anticipated in Section 3.2.3, we expect to observe important improvements
in heap memory usage after the introduction of the enhancements that we dis-
cussed in the present work. A comparison between the old and new versions of
the UCAP-Python integration is shown in Figure 22. The growth of the memory
usage in the new version is much more stable and predictable, which is desirable
for productional software [87]. Moreover, after each garbage collection – which
is identifiable in the time series as a sudden descent [44] – the JVM can reclaim
much more memory. This means the baseline available heap space is more permis-
sive, and JVM crashes due to out-of-memory errors are much less likely to occur.
Indeed, during the experimental phase of the work we experienced such crashes
multiple times in the old version, and never after introducing our improvements.
It is interesting to observe that the peak memory usage is higher in the new UCAP
version. Indeed, under the conditions that we set up for the experiment, the JVM
hosting the new version occupies approximately 8 Gigabytes, while the legacy ver-
sion requires no more than 6.5 Gigabytes. However, such information is strongly
misleading: generational garbage collectors like G1 place short-lived objects in a
fast-paced area that is flushed rather frequently [44]. Temporary objects created
during serialization and deserialization are short-lived by definition, therefore they
do not appear in our measurements, which are obtained via a sampling at fixed
time intervals. This is confirmed by the complete disappearance of JVM crashes
due to heap space exhaustion which we observed in the new version.
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Figure 22: Comparison of heap usage as a time series of two JVMs, one hosting
a legacy version of UCAP (left), and one running the improvements presented
in this work (right). The orange area represents the available heap memory (16
Gigabytes for both), while the blue line represents memory consumption. The
data has been collected using VisualVM, since it enables collecting snapshots
more frequently and with less impact on the JVM with respect to other solutions
like Prometheus.

Response time

As we highlighted in Section 3.2.3, response time is the most critical metric to
optimize since it was the one that received the most compelling complaints in
previous versions of UCAP. Moreover, its impact is even more important after
the introduction of the input dispatching enhancements which we discussed in
Section 3.2.2. We expected to observe important improvements concerning the
response time of UCAP-Python transformations after evaluating the encouraging
results of the synthetic experiment which we set up in Section 3.2.1. Indeed,
we managed to register similar results in the production-like environment, as
evidenced by the plots in Figure 23. The performance improvement for large
arrays (i.e. more than 104 elements) is close to two orders of magnitude for 64-bit
integer arrays. Moreover, the enhancements presented in this work open another
possibility for performance optimization, since as we have already highlighted
earlier using smaller data types results in a much faster response time. The results
reported in the figure are the 99.9th percentiles, meaning that 99.99% of the
request will typically be served faster than the value reported. This is generally
believed to be one of the most suitable metrics to evaluate the performance of
online data processing platforms [37,87]. Indeed, slow responses – even if they are
a negligible number – present all sorts of problems in the context of a low-latency
framework, which would even cause an important performance deterioration in
the whole platform. A typical example is Head-of-Line blocking (HOL blocking),
which is an undesirable situation when a single slow work item holds back an
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Figure 23: 99.9th percentiles of the response time (i.e. the time delta between the
instant when the message is extracted from the input queue and the instant when
the output becomes available to the client) of two UCAP nodes running a legacy
version of the framework (red) and a new version with our enhancements (blue).
The user-defined function sleeps for one millisecond and then returns the same
value it received as the input. We considered inputs containing a single 1D array
of 8-bit integers (left) and 64-bit integers (right). Both axes are on a logarithmic
scale.

important number of inputs that cannot be processed until the previous operation
is completed [87].

Queue residency

Our main goal with regard to queue residency was to reduce the influence it has
on the response time. Letting input messages queue in a data structure waiting to
be processed is dangerous as we argued earlier, since it may lead to JVM crashes
due to memory exhaustion in situations of high load on the framework. Moreover,
the heap space occupied by the objects referenced by the input queue is effectively
wasted: input messages, which may be as large as several Megabytes, are discarded
as soon as they are serialized and pushed to the communication channel, and they
have no other purpose. Reducing and stabilizing queue residency would fix all
these problems. The results of our observations, for inputs containing a 1D array
of 64-bits integers, are summarized in Figure 24. The queue residency time is
more predictable in the new implementation, and most importantly it has been
uniformized by reducing almost all cases to the baseline of 10−6 seconds. The
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Figure 24: Color plots depicting the mean queue residency for the legacy version
of UCAP (left) and after applying our improvements to the UCAP-Python in-
tegration (right). We considered user-defined functions having several different
execution times (Y axis) to introduce more variability on the response time. The
input arrival interval is 1.2 seconds.

maximum queuing time in the legacy version is 10−3 seconds, therefore in some
cases we observe an improvement of three orders of magnitude. The number of
experiments that we could have performed on this topic is extremely wide, as
the degrees of freedom at play are quite numerous. We only varied the input
size (i.e. the array length) and the execution time of the user-defined function;
however, another possible experiment may consist of varying the arrival rate of
input messages, or the speed of the communication channel, and observing the
reaction of the framework through the metrics that we exposed.
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4 Conclusion
This thesis presents an important improvement for critical software in the CERN
accelerator context. We leveraged the theoretical aspects of inter-process com-
munication and parallel computing, which we have introduced in Section 2, to
achieve a measured speed-up of two orders of magnitude in the response time
of UCAP-Python transformations. The main ideas behind such an important
improvement were extensively presented in Section 3.2.1 and Section 3.2.2:

• A more refined serialization pipeline based on Protobuf [59] instead of JSON,
with a dedicated approach to handle numeric arrays due to their importance
in the CERN control system [6];

• A pipelined execution model that aims at hiding the communication time
behind the user-defined function execution time, inspired by recent advance-
ments in high-performance deep learning [14].

A speed-up of this scale in an established software like UCAP is quite uncommon
and has been totally disruptive with regard to the applicability of the UCAP
framework within the CERN experimental community. Most importantly, the
changes presented in this work are fully backward compatible, since they only
target the internals of UCAP infrastructure.

Facilitated future evolutions

Several planned improvements to the UCAP framework will benefit from the in-
troduction of our changes. These projects have been planned for several years
already; however, they have been pushed back in the queue for practical limita-
tions, due to the doubts which have been raised about their feasibility.

The first improvement consists of decoupling the UCAP main JVM process
and the Python processes responsible for executing the user-defined functions.
The high-level idea is to let them live in different machines, possibly even in dif-
ferent data centers. While this is going to increase communication latency [33],
decoupling the processes increases robustness and simplifies the deployment strat-
egy [87]. It will also simplify the transition towards Kubernetes, which nowadays
is considered the standard deployment platform in the industry, being also in-
creasingly adopted at CERN for both new and legacy projects [31,159].

Another improvement facilitated by the present work is the introduction of
a Dead-Letter Queue (DLQ) with replaying capabilities in UCAP [87]. Such a
facility collects messages that could not be processed either due to a network
failure, or an occasional user-code failure. Users then will be able to consult this
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queue and replay messages in batch occasionally depending on their needs. In
the previous version of the UCAP-Python implementation, appending a batch of
old unprocessed inputs to those that are continuously produced by the always-on
instrumentation in the CERN control system could result in a severe delay in
the delivery of outputs. Our performance improvements made Python transfor-
mations match more closely the throughput of Java-based transformations, thus
removing any language-specific limitation in the addition of a DLQ.

Finally, a hypothetical future evolution of the UCAP framework consists of
splitting the event-building and the data processing parts of UCAP, and placing
a broker (i.e. Apache Kafka [88]) in the middle to streamline the communication.
This would provide several benefits:

• Event-building could run in a managed environment like Kubernetes, thus
enabling lightweight deployment of redundant instances to shield against
message loss, and reducing the computational load on the processing nodes;

• Events to be processed could be stored in a dedicated facility (i.e. the
broker) instead of an in-memory queue, thus reducing the risk of out-of-
memory crashes and providing additional robustness guarantees;

• It would be possible to specify an eviction policy for the broker, which would
provide a (limited) history of all processed messages. This would even open
the possibility of replaying a rule-based subset of messages.

The main limitation of this approach is the increased latency coming from the
additional hops. However, our improved serialization approach is an important
step towards the feasibility of this major renovation work. As we highlighted in
Section 3.2.1, the usability of the method proposed in the present work is not
restricted to the communication between Java and Python, and can be easily
extended to other languages, including Java-Java communication.

Expanded utilization scenarios

Improving response time for large arrays allows for a plethora of new use cases
to be treated by UCAP. One of the many applications of UCAP revolve around
the idea of Beam Loss Monitoring (BLM), whose goal is to optimize the “quality”
of accelerator beams to maximize the number of collisions in the long run [5,21].
Extensive monitoring and analysis are required to this end, and UCAP has been
employed in this sense to provide an execution framework for scientific Python
analysis workflows (e.g. computation of FFTs). The improvements presented as
part of this work have already provided significant benefits to these applications,
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enabling analysis on large-scale datasets that were untreatable in the old versions
due to performance limitations. We also expect Python frameworks based on
UCAP in general (e.g. GeOFF, see Section 1.4) to benefit significantly from our
improvements, due to their intensive usage of numeric data as a central part of
their workflow.

Future work

An important work direction for the coming months is optimizing the Python-
based side of Protobuf serialization. In the present state, serializing sequences
of bytes is inefficient, since it requires an unnecessary copy as we mentioned in
Section 3.3. This is a limitation of the Python implementation of the framework,
which does not accept buffer-like objects in assignments to bytes proto fields,
as opposed to the Java implementation which provides this functionality. As an
integral part of the present work, we opened a pull request in the official Protocol
Buffer repository which implements the feature (Figure 25). The acceptance pro-
cess takes time and requires review and approval from multiple engineers, thus it
may take some time to see that addition in a stable Protobuf release. We plan
to follow up on this front as needed in the coming weeks, improving our proposal
depending on the requirements of the core development team.

Another important work item for the UCAP-Python integration evolution in
the coming months is the introduction of an internal backpressure mechanism.
Ideally, we would send as many inputs as we can on the channel, since gRPC
and HTTP/2 are able to handle the load thanks to multiplexing [32,61]; however,
swarming the Python process with inputs should be avoided at all costs. Each
message requires some work for serialization/deserialization. While this is not
guarded by the GIL [61,155], Python processes should be lightweight and almost
functional, in the sense that it is not ideal to have too much of a hidden state
being processed in background threads. This design principle was enforced in
particular to improve the ease of debugging. The backpressure facility should
provide Python-side metrics to inform the main Java process about how many

Figure 25: Open pull request in the Protobuf repository to enable direct assign-
ment of memoryview objects to bytes proto fields.
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messages were processed in a given amount of time. Such information should
then be used to infer an optimal rate to adopt for sending new inputs on the
channel [87].

Additional work will be required to upgrade the software for Python 3.12,
which brings in several interesting changes. The introduction of direct bindings to
the buffer protocol [167] and the first steps towards a more permissive GIL [134]
are interesting new alternatives that we will explore to improve the response
time of Python transformations. The release of NumPy 2.0 will be an important
occurrence as well, which will require special care and testing [65].
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A Observability
As part of the practical improvements implemented as part of this work, we
decided to enhance the monitoring infrastructure in UCAP. In addition to the
direct benefits of such modifications, we decided to leverage monitoring as a tool
to assess the achievement of first-class goals of this work, which we mentioned in
Section 3.3. In order to enrich the reader’s context on the topic, in the following
paragraphs we are going to present several ideas in the field of observability, which
has lately become an extremely wide topic, especially factoring in the recent
trends in the DevOps environment. Then, we will briefly depict the current state
of observability in UCAP, which has worked well since its first release, albeit
with some evident shortcomings; finally we will propose an alternative monitoring
implementation, that is based on standard tools in the industry, which we have
fine-tuned for our peculiar architecture.

Monitoring overview

Software monitoring – often used interchangeably with observability – consists in
extracting information about the runtime state of an application [93]. Information
is typically materialized as a set of named values called metrics, each generated
independently by a specific software component to report its current status. For
instance, we may want to count the number of incoming requests per minute in an
HTTP server, or the average response time of a gRPC endpoint. A trivial way to
expose metrics is to print the value of some interesting variables to the standard
output. Of course, this approach does not scale well and provides little added
value, and the recommended approach is to rely on dedicated third-party tools.
Indeed, metrics are extremely valuable when used in conjunction with inspection
and visualization tools, and could serve an extremely diverse set of purposes in
the lifecycle of a software product:

• Alerting: metrics are frequently used to trigger notifications for engineers
responsible for fixing urgent problems in a critical application. For instance,
such a situation may happen if the software is malfunctioning (e.g. spike in
the count of 5xx errors) or if it does not respond at all.

• Testing: metrics may be used to implement black-box tests, by computing
the difference between an expected reference and a measured value. The
implementation of a test of this kind would require important additions to
expose the relevant internal value, like a dedicated API endpoint. Such an
endpoint would only be needed in the testing environment, which is not
a desirable way to proceed [96]. By contrast, high-level tests on metrics
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may be implemented as simple alerts (e.g. via Prometheus) in a TEST
environment. For example, we established an alarm to verify periodically
that the difference between the number of incoming events in UCAP and
the number of output events is eventually zero.

• Software utilization: appropriate metrics may be put in place to assess the
utilization of certain parts of the software that are candidates for deprecation
or removal in future releases [114]. This could help in gaining insights into
the impact those changes would have on the users.

• Dashboards are detailed views presenting information about running soft-
ware. They are extremely useful for gaining insights on the application
without digging into logs and metrics, in particular thanks to the possibil-
ity of associating interesting changes in the behavior of the software with
specific points in time [15]. As an example, Grafana is a very popular tool
to create dashboards powered by metrics.

The current popularity of microservices-based applications increased exponen-
tially the number of independent software to be maintained, resulting in a sud-
den transition from the single monolithic backend to a plethora of lightweight
processes [103]. The important advantages of modern software architecture are
evident; however, the change in paradigm introduced a plethora of new challenges
in the field of Software Reliability [15]. Monitoring is one of the most important
weapons in the toolchain of development and quality assurance teams to tackle
problems before they become evident to downstream users.

Observability server

We do not have a general definition of observability server, since all vendors typi-
cally define their own set of specifics and goals for their platform. In the context
of this work, we will provide a weak definition by describing the most important
features of this category of software products.

An observability server is responsible for taking care of the full lifecycle of
metrics, meaning that it should:

1. Discover “interesting” instances which may be publishing metrics;

2. Scrape metrics from each instance;

3. Store the scraped metrics for future inspection in a long-lasting database;

4. Provide a programmatic interface to access data and execute queries.
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The first step is typically implemented by declaring a list of targets in the server
configuration; however, different vendors may provide alternative strategies. For
example, the Prometheus Pushgateway allows ephemeral processes to register
metrics in a push fashion, as opposed to the standard pull approach [153]. In the
standard setup, the server is responsible for scraping metrics from each instance.
Typically, this step is carried out via some TCP-based exchange (e.g. HTTP
request, gRPC, …).

The last two points of the list may be subject to important variance in terms
of implementation among different products, since each server may define its own
storage strategy and interface for inspection. For instance, Prometheus defines its
own solution called PromQL (Prometheus Querying Language) [153] which may
be used in its proprietary web interface, as well as in its web-based API.

The choice of the observability server in general is as important as the in-
strumentation library: it is the layer that enables extracting added value from
code monitoring, thus powering the leap from a disaggregated stream of tagged
numbers to actual insights on running applications.

Java Management Extensions

Java Management Extensions (JMX) enable managing and inspecting software
running on a JVM [110]. The cornerstone of this technology is the JMX MBean,
namely a Java object that provides a set of methods that shall be called via JMX
to influence the runtime of the application. Typical methods exposed via JMX
are:

• Getters for relevant fields that may be of interest to observe the runtime of
the application, for instance cache statistics to inspect the current size or
the hit/miss ratio;

• Setters of specific properties to influence the status of the application with-
out restarting it;

• Generic methods to enable more complex operations to be carried out on-
demand to influence the behavior of the software, like clearing the content
of some data structure to free heap memory.

The market offers many alternatives to expose JMX beans, building on the ap-
proach provided by the standard library which may feel cumbersome for some use
cases. For instance, the Spring framework provides an annotation-based integra-
tion that allows exposing specific functions as managed attributes or operations.
We provide a real-world example from the UCAP source code in Listing 17.
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1 @Component
2 @ManagedResource("cern.ucap:name=SecurityProperties,type=Security")
3 @AllArgsConstructor
4 public class SecurityPropertiesJmx {
5 private final SecurityProperties securityProperties;
6 @ManagedAttribute
7 public String getMethodProtectionRoles() {
8 return String.join(",", securityProperties.getMethodProtectionRoles());
9 }

10 @ManagedAttribute
11 public void setMethodProtectionRoles(String roles) {
12 securityProperties.setMethodProtectionRoles(roles);
13 }
14 }

Listing 17: JMX bean implemented via Spring annotations. The
annotation @ManagedAttribute represents an attribute (in this case
methodProtectionRoles which may be managed (i.e. read and write op-
erations) via JMX.

JMX beans are typically exposed via tools that can attach to the running JVM
and display all the available operations and attributes. For example, VisualVM
is bundled in the JDK, and thus is available to all Java developers out of the box.
While JMX is mostly designed for human-based monitoring of running software,
it is also possible to use it for automated monitoring by collecting metrics exposed
by JMX beans. This is the strategy first adopted by UCAP, which was based on
the Prometheus JMX Collector. The metrics collected were exposed on a simple
HTTP endpoint, which was leveraged to wire the software with a Prometheus
server. This solution is quite easy to set up, requires minimal configuration, and
has the important advantage of reducing the number of technologies at play for
read-write instrumentation.

However, JMX has quite an important performance impact in the presence
of an important number of JMX beans and metrics [41], which was definitely
the case for several UCAP instances. Requests on the metrics endpoint trigger a
JMX collection which may even take several hundred seconds to complete. This
is unacceptable for an online data processing platform, which needs fine-grained
metrics to provide an adequately granular view of the behavior of the software.
This is the reason why we decided to explore alternatives to replace – at least
partially – the JMX-based collection of metrics.
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Micrometer

The basic role of an observability client library is to provide a set of objects –
typically called meters – to represent the current value of important quantities
at runtime. Those values shall be exported in a standard format to deliver the
measurements to the relevant observability server. Many alternatives exist on the
market, but the general recommendation is to favor observability libraries that
are agnostic on the choice of the observability server, thus enabling an effortless
switch to a different solution in a future moment. However, this might come at the
price of giving up some desirable features that may not be generally supported.

Micrometer [72] is an open-source solution maintained by VMware Inc., an
important player in the field of cloud computing and virtualization. It defines an
extensive set of meters that enable idiomatic and natural code instrumentation.
A few examples:

• Counter represents a quantity that may only increase by positive steps.
Counters are typically used to infer growing rates, for example to check the
increase in the number of requests at a specific time in the day.

• Gauge represents a quantity that may be set to any value at any time.
They are frequently used to deliver information about the internal state of
the software at a specific point in time.

• Timer, as the name suggests, is a meter that can be used to time the execu-
tion duration of specific parts of the code, like short-lived background tasks
or user-defined functions.

Meters are identified by a name, which should convey the kind of information
they refer to (e.g. DeviceServer.ValuesPublished), and a set of labels (or tags).
Labels are critical for an idiomatic and fruitful usage of code monitoring since they
enable aggregating information over different instances. For example, it is typical
to introduce many caching objects in an application. We may want to trigger an
alert when the hit/miss ratio for any of the caches drops below a certain threshold.
To this aim, we could expose a metric that reports the number of get operations
on any cache of the application, with a label discriminating whether the operation
resulted in an hit (the cache contains the value) or a miss. Each cache should also
attach its name to all the relevant metrics attaching. Then, finding the worst-
performing cache is as simple as executing the PromQL query in Listing 18. The
query executor makes sure to match the hit/miss metric pairs whose other labels
are identical, thus making sure that results are not mixed across different caches.
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1 min(
2 cache_gets_total{result="hit"} /
3 cache_gets_total{result="miss"}
4 )

Listing 18: PromQL query which identifies the worst-performing cache in an
instrumented application.
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B Synchronization primitives
Synchronization primitives are language constructs and special objects that enable
orchestrating multithreaded software. Such constructs are designed in a way that
allows modeling naturally certain policies to protect resources which shall be
accessed concurrently by multiple threads. Their purpose is usually to impose a
certain execution policy on a code snippet. For instance, we may want a specific
number of threads (and no more) to execute a certain set of instructions at the
same time, and to block any other worker until the others have exited the section.
Such snippets are commonly called critical sections [62]. The main reason for
their existence is that we typically try to avoid accessing objects while they are in
an inconsistent state [17], which may manifest halfway through complex methods.
For example, the simple operation of incrementing an integer is not guaranteed
to yield the expected result if a proper synchronization strategy is not put in
place [56]. In this section, we will provide some basic definitions and generalities
about synchronization primitives, focusing in particular on the JDK ecosystem.

Lock

Locking is the act of preventing concurrent access to a given section, in order to
avoid race conditions and undeterministic results. As a consequence, access to the
instructions enclosed in the snippet is serialized, thus preventing any concurrency-
related problem [135]. Locking is the most basic pattern of synchronization, and
it is generally the base for more advanced techniques like semaphores or barri-
ers [38]. The Java programming language provides several lock flavors. The first
is embodied by the methods Object.wait() and Object.notify(). A thread
calling wait() will block until another thread calls notify() on the same object.
Any object (except for primitive types) may be used as a “lock” in this sense.
Even though locking strategies leveraging this approach are quite simple to put in
place, they typically yield quite convoluted code, thus this is not the recommended
way to proceed in general [17, 56]. A more idiomatic approach consists in using
dedicated lock objects, which in the JDK should be chosen among implemen-
tations of the interface java.util.concurrent.locks.Lock [110]. A simplified
declaration of the Lock interface is shown in Listing 19. The Java standard library
provides two implementations that should fit most use cases: ReentrantLock and
ReentrantReadWriteLock. The first is a “reentrant” variant of Lock: it provides
the functionalities listed in the interface, and in addition it makes sure that a
thread is able to re-acquire the lock if it has it already. This enables more flexible
interaction with the lock and a more natural implementation of complex logic and
algorithms. The second is actually a pair of two locks, a read lock and a write lock
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1 interface Lock {
2 /**
3 * Acquire the lock, or block the thread until the lock becomes available.
4 */
5 void lock();
6 /**
7 * Release the lock.
8 */
9 void unlock();

10 }

Listing 19: Simplified definition of Java’s Lock interface. Implementations provide
additional methods that make the interaction with the object easier and safer.

(usually abbreviated as RLock and WLock). These locks are used alternatively
depending on the nature of the critical section: reading a set of values while pre-
venting intermediate writes from another thread is the typical use-case for RLock,
while any write operation should be guarded by the WLock. These locks have
different implementations and semantics [110]. Introducing read/write locks may
improve significantly the throughput of concurrent software for certain problems,
in particular when read operations outnumber the writes [56]. Another option is
to lock a critical section using the synchronized block: such a block requires an
object to be used as a lock, similarly to wait()/notify(), but there’s no explicit
need for the developer to write any more code. This construct is frequently used
because it is quite explicit and easy to spot, and most importantly it minimizes
mistakes [17].

Semaphore

A semaphore is a generalization of the concept of lock: it is initialized with a num-
ber of permits and each thread should acquire one of them before entering the criti-
cal section. If no permits are available, the thread will wait until one of the permits
is released [135]. Binary semaphores (i.e. semaphores having only one permit)
are somewhat equivalent to the locks which we described in the previous para-
graph. The usage of multi-permit semaphores is usually restricted to cases when
we know in advance the number of workers which may use a shared environment
without causing damage. For example, we employed semaphores to restrict the
number of threads that may send inputs to Python processes in the context of the
UCAP-Python integration (see Section 3.2.2). The JDK ships with an implemen-
tation of the semaphore concept in the class java.util.concurrent.Semaphore.
It provides the standard features of a semaphore, as well as additional methods
to simplify the integration with the codebase, e.g. an atomic try-acquire to
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acquire a permit only if at least one is available without waiting.

Latch and barrier

Latches and barriers are quite similar with each other. Both are initialized with
an integer value, and will block all threads which try to interact with them.
They will only release blocked threads, all at once, when a condition becomes
true [135]. For a barrier, the condition consists of the number of blocked threads
being equal to the integer values which was passed during the initialization. For
a latch, a counter – which is initially set to the value provided to the constructor
– should be decremented until it becomes zero. From a practical point of view,
barriers are synchronization primitives that synchronize the position of a group
of threads, while latches synchronize task completion progresses [56]. Indeed, a
thread could “count down” a latch multiple times, but only once for a barrier. In
Java latches and barriers are implemented respectively by CountDownLatch and
CyclicBarrier.

Locking limitations

So far we have discussed the building blocks of thread-safe software. These are
the most common constructs, and they are typically implemented in the standard
libraries of all high-level programming languages with more or less identical se-
mantics. However, the reader should be aware that relying too much on these
synchronization primitives could lead to other problems. Indeed, each of the
constructs presented in the present section imposes an important performance
overhead [56], mostly due to the internal implementation of locks. To mitigate
this impact, one could consider several alternatives depending on the use case. A
general recommendation is to rely on data structures provided by the standard
library [17]. For instance, Java’s ConcurrentHashMap is a performant thread-safe
implementation of the Map interface, which provides out-of-the-box striped par-
allelism across different memory buckets [110]. Another option is restructuring
the algorithm to avoid concurrent access to the same resource. While this is not
always possible, some computations can be split in order to be fully independent
until the very end, which is possibly a simple aggregation of partial results [62].
Finally, one could consider lock-free algorithms, which rely on special CPU in-
structions and data structures to remove the need for locks [148]. An example
is the implementation of the JDK’s LongAdder, which enables highly concurrent
summations by splitting all the writes across many memory addresses rather than
one, thus reducing memory contention [110].
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C Synchronous queues
As we highlighted in Section 2, synchronous queues are critical for robust imple-
mentations of concurrent producer/consumer models. For this reason, in the next
few paragraphs we are going to spend some words on the typical functionalities
we should look for in such data structures. Then, we are going to present sev-
eral production-ready open-source implementations to give some pointers towards
nowadays industry standards.

The Java queue interface

The standard Java Queue<T> interface, where T represents the type of the objects
in the queue, extends the interface Collection<T>, thus inheriting all its declared
methods like size() and isEmpty(). In addition, the interface declares two
triplets of methods to insert, extract, and view the next element:

• add(T)/remove()/element() throw an exception if the operation is incom-
patible with the current state of the queue (i.e. empty or full);

• offer(T)/poll()/peek() return a sentinel value instead (i.e. null or
false).

The interface BlockingQueue<T> extends this definition by introducing blocking
methods with an optional timeout.

Boundedness

Using an unbounded queue seems a good approach in principle, since then one
could retain all unprocessed inputs until they are needed. However, this is a
catastrophic idea that should be avoided in production software. It is quite rare
to have a perfect balance between producer and consumer: ignoring the transient
state of the system, this translates into queues that will asymptotically be empty
or growing indefinitely. While the first case is not problematic, the latter has the
potential to crash the JVM altogether.

The system may be described naturally using the formalism of Queue the-
ory, in particular in the M/M/1 case. For simplicity, we assume an exponentially
distributed arrival time and exponentially distributed service time. M/M/1 are
stochastic systems with a discrete state space coinciding with N, where the state
{i} is the case “i elements are waiting to be processed in the queue” [143]. It can
be shown that the queue is only stable (i.e. the expected number of elements does
not diverge to infinity) when λ < µ, where λ is the arrival rate and µ is the server
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Figure 26: Expected queue size 〈L〉 for several values of ρ = λ/µ in the inverval
[0, 1). The expected size diverges as ρ approaches one.

processing rate. This can be inferred from the fact that the probability that the
system contains i items, including both those waiting and those being serviced,
is:

Li = (1− ρ)ρi,

where ρ = λ/µ. Consequently, the expected state 〈L〉 of the system can be
computed as follows:

〈L〉 = ρ

1− ρ
, (1)

and thus the average time spent in the system is 〈L〉/λ, or equivalently 1
µ−λ . In

Figure 26 we plot the value of 〈L〉 computed with Equation (1) to get an idea
of the evolution of the expected crowdedness of the queue as the arrival time
approaches the server processing time from the right. The asymptotic growth
which 〈L〉 experiences as ρ approaches the unity is problematic for production
software, which cannot sustain the indefinite growth of a data structure that will
increase both heap memory occupancy and waiting time for newly acquired work
items.

The situation is even worse considering that the arrival time in online data
processing platforms is a random variable with a generally strong variance [87].
Moreover, the servicing time is mostly comprised of two factors:
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• Inter-process communication time, which in turn is strongly influenced by
the selected communication strategy, the data format, the serialization/de-
serialization tool, and most importantly the size of the input.

• Processing time, which depends on which kind of task shall be performed
For example, in UCAP this is yet another source of variability, as the task
consists in the execution of a user-defined function, which may be a simple
sum, as well as the computation of a DFT.

Each term is driven by variables that are not under the developer control, thus
undermining the confidence of any prediction on the state of the queue in the long
term. The general recommendation is to avoid the risk of keeping an unstable
queue in production [87]: an indefinitely growing queue translates into unbounded
waiting time, and most importantly a constant risk of exhausting the heap memory
in the JVM [148]. In such a situation all items in the queue would be discarded
without any chance to recover them, unless disaster recovery strategies were put
in place [15].

Observability

Critical data structures should ideally be monitorable to some extent [93]. We
discussed already some ideas in the context of observability in Appendix A, thus
the reader should refer to the relevant paragraphs for a brief overview of the topic.

We list several examples of relevant metrics which may be of interest to inspect
the runtime state of the queue:

• The current number of values in the queue;

• Mean, median, n-th quantile of the residency in the queue (the soujourn
time);

• Number of times a producer was blocked (queue full);

• Number of times a consumer was blocked (queue empty).

It requires significant effort to extract these metrics from a running queue, most
importantly due to the high number of asynchronous primitives used in the code.
For example, the implementation of the method size() of ArrayBlockingQueue
locks the whole queue, which may be unacceptable for low-latency applications,
especially considering that the frequency of metrics scrapes should not influence
the performance of the software. The situation changes drastically if metrics are
acquired on a best-effort basis, which means for instance that there is no require-
ment to make sure they all refer simultaneously to the same point in time. Such
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a weakened monitoring setup is usually enough to provide critical information to
observe the queue without damaging its performance.

Implementations

As we mentioned earlier, several production-ready synchronous queue implemen-
tations exist on the market for all high-level languages, both embedded in the stan-
dard library and as third-party dependencies. The Java package java.util.concurrent
provides three main implementations [110]:

• SynchronousQueue is a bounded queue of size one, which always blocks
both insertion and extraction threads until the other end is ready. This
data structure may be useful to streamline the implementation of the naive
solution to the producer/consumer problem which we described at the be-
ginning of Section 2.1.2.

• ArrayBlockingQueue is a bounded queue backed by an array. The size
shall be specified as a parameter to the constructor, and cannot change
for the whole lifetime of the data structure. The backing array is initial-
ized during the construction of the queue, to reduce housekeeping costs
when items are added or removed. However, ArrayBlockingQueue uses a
single lock for both ends of the queue, which is a common compromise be-
tween performance and code simplicity. This is fine if we expect insertions
and extractions to occur with low frequency, or with a strong imbalance
(e.g. slow consumer and fast producer, or vice versa) [130]. In addition,
ArrayBlockingQueue optionally supports thread fairness, which means that
threads that have been waiting for the longest time will be served earlier.

• LinkedBlockingQueue is backed by a linked list [28], as opposed to ArrayBlockingQueue.
It does not support fairness, and most importantly it is powered by two sep-
arate locks for the head and the tail of the queue. This reduces significantly
the problems we highlighted above, and we may prefer this implementation
if extraction and insertion occur with balanced frequency. However, we shall
keep into account the additional housekeeping costs caused by the frequent
object creation and deletion which are typical of linked lists [44].

Python’s queue module provides several implementations of the queue inter-
face as well [155]. The most important ones are:

• SimpleQueue, which implements a Pythonic version of the BlockingQueue
which we described above;
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• Queue, which provides a similar interface as SimpleQueue, with the addi-
tion of some convenient methods to track the progress of processing tasks
spawned by each work item.

In general, it is recommended to conduct an extensive benchmark providing
the expected values for insertion and extraction frequency, to assess which imple-
mentation is most suitable for a specific use-case. The queues presented in this
overview are quite general-purpose and may serve just fine in most situations.
However, low-latency applications may benefit from more specialized implemen-
tations provided by third-party vendors. A common example is LMAX’s Disrup-
tor [47,148]. This data structure achieves impressive throughput – the referenced
paper contains a comparison against ArrayBlockingQueue – thanks to efficient
memory usage, clever usage of the JVM Just-in-Time compilation, and dedicated
implementations of data structures (e.g. to avoid primitive boxing [47]). This data
structure has spread widely due to its strong performance guarantees, including
the CESAR project at CERN [52,123].
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